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[bookmark: _Toc285527625][bookmark: _Toc267404069][bookmark: _Toc330328451]1	Document Overview
[bookmark: _Toc285527626][bookmark: _Toc267404070][bookmark: _Toc330328452]1.1	Document Purpose
[bookmark: _Toc267404071]The purpose of this document is to define a set of test scenarios and procedures that will form the basis for the Unit tests to be used as part of the Exchange Server 2010 Installation Testing.  
[bookmark: _Toc285527627][bookmark: _Toc330328453]1.2	Key Assumptions
The following assumptions have been made in preparation of this document:
The Testing is to be done in isolation on a vanilla build of Exchange and AD.
There will be an ability to connect to the internet for some of the tests.
[bookmark: _Toc285527628][bookmark: _Toc267404072][bookmark: _Toc330328454]1.3	Out of Scope
The following items are considered to be out of scope:
Stress and performance testing.
Testing against the current infrastructure directly or emulated. 
[bookmark: _Toc285527629][bookmark: _Toc267404073][bookmark: _Toc330328455]1.4	Reference Documents
Exchange Server 2010 Installation document.
Exchange Server 2010 JetStress Testing
Exchange Server 2010 Test Environment – Detailed Design
[bookmark: _Toc285527630][bookmark: _Toc330328456]1.5	Test Environment
The messaging test lab environments will be required to undertake the test scenarios detailed in this document.  All of the components will be available in the Messaging Test Lab; however testing will also be undertaken in production environments throughout the project lifecycle and as part of User Acceptance Testing.


2 [bookmark: _Toc285527789][bookmark: _Toc277438367][bookmark: _Toc330328457]Tests and Procedures
[bookmark: _Toc285527790][bookmark: _Toc272493268][bookmark: _Toc221869464][bookmark: _Toc330328458]2.1	EXCH-101: Get-MailboxServer
	Test ID:
	EXCH-101

	Procedure Description:
	This cmdlet show if exchange thinks the mailbox server is valid and working properly.

	Prerequisites:
	Successful Installation of the Exchange Server 2010 Mailbox Role

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Get-MailboxServer <ServerName> | SELECT Name, IsValid

	Expected Result
	Ensure IsValid equals True

	Actual Result
	


2.2 [bookmark: _Toc285527791][bookmark: _Toc272493270][bookmark: _Toc221869466][bookmark: _Toc330328459]EXCH-102: Get-Mailbox		
	Test ID:
	EXCH-102

	Procedure Description:
	This cmdlet should return nothing.  However, is Exchange considers a mailbox to be invalid, it will be listed.  Each mailbox listed should be analysed and corrected.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Get-Mailbox -ResultSize unlimited -IgnoreDefaultScope | Where {$_.IsValid -eq $False}

	Expected Result
	Ensure NOTHING is returned

	Actual Result
	


[bookmark: _Toc272493271][bookmark: _Toc221869467]


2.3 [bookmark: _Toc285527792][bookmark: _Toc330328460]EXCH-103: Test-MapiConnectivity		
	[bookmark: _Toc272493272][bookmark: _Toc221869468]Test ID:
	EXCH-103

	Procedure Description:
	The Test-MapiConnectivity cmdlet is used to verify server functionality by logging on to the mailbox that you specify. If you do not specify a mailbox, the cmdlet will log on to the SystemMailbox on the database that you specify.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Test-MAPIConnectivity

	Expected Result
	All the results should equal Success

	Actual Result
	


2.4 [bookmark: _Toc285527793][bookmark: _Toc330328461]EXCH-104: Test-ExchangeSearch
	Test ID:
	EXCH-104

	Procedure Description:
	The Test-ExchangeSearch cmdlet to test that Exchange Search is currently enabled and is indexing new e-mail messages in a timely manner.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Test-ExchangeSearch

	Expected Result
	All ResultFound should equal True

	Actual Result
	





2.5 [bookmark: _Toc285527794][bookmark: _Toc330328462]EXCH-105: Test-Mailflow		
	Test ID:
	EXCH-105

	Procedure Description:
	The Test-Mailflow cmdlet is used to diagnose whether mail can be successfully sent from and delivered to the System Mailbox mailbox on a computer that has the Mailbox server role installed. You can also use this cmdlet to verify that e-mail is sent between Mailbox servers within a defined latency threshold.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Test-Mailflow

	Expected Result
	TestMailflowResult should equal Success

	Actual Result
	


2.6 [bookmark: _Toc285527795][bookmark: _Toc330328463][bookmark: _Toc272493209]EXCH-106: Get-DatabaseAvailabilityGroup
	Test ID:
	EXCH-106

	Procedure Description:
	Check the DAG is created

	Prerequisites:
	DAG is created

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Get-DatabaseAvailabilityGroup | fl *

	Expected Result
	DAG is listed and IsValid equals True

	Actual Result
	




2.7 [bookmark: _Toc285527796][bookmark: _Toc330328464]EXCH-107: Get-DatabaseAvailabilityGroup
	Test ID:
	EXCH-107

	Procedure Description:
	Check that a server is a member of the DAG

	Prerequisites:
	DAG is created and a mailbox server is added to the DAG

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Get-DatabaseAvailabilityGroup | fl *

	Expected Result
	Ensure the server in question is listed under Servers

	Actual Result
	


2.8 [bookmark: _Toc285527797][bookmark: _Toc330328465]EXCH-108: Get-MailboxDatabaseCopyStatus
	Test ID:
	EXCH-108

	Procedure Description:
	Check a server has the proper database copies and they are mounted / healthy

	Prerequisites:
	DAG is created, mailbox server is added to the DAG and database copies have been added to the server

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Get-MailboxDatabaseCopyStatus

	Expected Result
	All the relevant databases are listed and Staus equals Mounted, and ContentIndexState equals Healthy

	Actual Result
	


[bookmark: _Toc272493210]


2.9 [bookmark: _Toc285527798][bookmark: _Toc330328466]EXCH-109: Test-ReplicationHealth
	Test ID:
	EXCH-109

	Procedure Description:
	The Test-ReplicationHealth cmdlet to check all aspects of the replication and replay status to provide a complete overview of a specific Mailbox server in a database availability group (DAG). 

	Prerequisites:
	DAG is created, mailbox server is added to the DAG and database copies have been added to the server

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Test-ReplicationHealth

	Expected Result
	Ensure all Results equal Passed

	Actual Result
	


2.10 [bookmark: _Toc285527799][bookmark: _Toc330328467]EXCH-110: Database Failure
	Test ID:
	EXCH-110

	Procedure Description:
	This test will simulate a database failure.  

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Console

	3. 
	Navigate to Microsoft Exchange On-Premises, Organization Configuration, Mailbox.  Select the Database Management Tab

	4.
	Under Database copies select a database that has a staus of Healthy

	5.
	In the Actions Pane, Select Activate Database Copy and select Lossless

	
	-or run:

	
	Move-ActiveMailboxDatabase -Identity <Database>' -ActivateOnServer '<Server>' -MountDialOverride 'Lossless'

	Expected Result
	The database you selected shoud not become Mounted and the other database shoud become Healthy

	Actual Result
	





2.11 [bookmark: _Toc285527800][bookmark: _Toc330328468]EXCH-111: Server Failure
	Test ID:
	EXCH-111

	Procedure Description:
	This test will simulate a clean total server failure. 

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Console

	3. 
	Navigate to Microsoft Exchange On-Premises, Server Configuration, Mailbox.  

	4.
	Select a server and in the Actions Pane select Switchover Server

	
	-or run:

	
	Move-ActiveMailboxDatabase -Server '<Server>'

	Expected Result
	All active Mounted database should move OFF the server

	Actual Result
	


2.12 [bookmark: _Toc285527801][bookmark: _Toc330328469]EXCH-112: Network failure
	Test ID:
	EXCH-112

	Procedure Description:
	The primary network interface become unavailable

	Prerequisites:
	

	Step
	Actions

	1.
	Disconnect the primary network connections

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


[bookmark: _Toc272493227]


2.13 [bookmark: _Toc285527802][bookmark: _Toc330328470]EXCH-113: Simulate site / DC disaster
	Test ID:
	EXCH-113

	Procedure Description:
	All mailbox servers in a single location are unavailable

	Prerequisites:
	

	Step
	Actions

	1.
	Shut down two servers in a single location

	2.
	

	3. 
	

	Expected Result
	The Mounted databases will become Mounted on the other Exchange Servers

	Actual Result
	


2.14 [bookmark: _Toc285527803][bookmark: _Toc330328471] EXCH-114: Single Disk Failure
	Test ID:
	EXCH-114

	Procedure Description:
	This test will simulate a single disk failure.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Find a drive that has a Mounted database on it

	3. 
	Using Windows Disk Manager, remove the mount point -or- remove a physical drive

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	





2.15 [bookmark: _Toc285527804][bookmark: _Toc330328472]EXCH-115: Multiple Disk Failure

	Test ID:
	EXCH-115

	Procedure Description:
	This test will simulate a multiple disk failures in a single storage device.  In this test  a number of disk associated with a primary and secondary mailbox database copies will be removed and the expected result is that Exchange Server 2010 will fail the disks over to the other copies of the mailbox database
This test should remove disks that will affect both Mailbox Servers, but not ones from the same database copy!

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Find multiple drive that have a Mounted databases on it

	3. 
	Using Windows Disk Manager, remove the mount point -or- remove a physical drive

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


2.16 [bookmark: _Toc285527805][bookmark: _Toc272493194][bookmark: _Toc330328473]	EXCH-116: Network Switch Failure
	Test ID:
	EXCH-116

	Procedure Description:
	This test will simulate a network switch failure by removing the power from it.

	Prerequisites:
	

	Step
	Actions

	1.
	Disconnect the network cable or power off the network switch

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


[bookmark: _Toc272493197]


2.17 [bookmark: _Toc285527806][bookmark: _Toc330328474]EXCH-117: SAN Switch Failure
	Test ID:
	EXCH-117

	Procedure Description:
	This test will simulate a SAN switch failure by removing the power from it.

	Prerequisites:
	

	Step
	Actions

	1.
	Remove the power from the SAN switch

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	



2.18 [bookmark: _Toc285527807][bookmark: _Toc272493198][bookmark: _Toc330328475]EXCH-118: HOST port failure
	Test ID:
	EXCH-118

	Procedure Description:
	** TBD **

	Prerequisites:
	

	Step
	Actions

	1.
	** TBD **

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


[bookmark: _Toc272493199]


2.19 [bookmark: _Toc285527808][bookmark: _Toc330328476]EXCH-119: Storage port failure
	Test ID:
	EXCH-119

	Procedure Description:
	** TBD **

	Prerequisites:
	

	Step
	Actions

	1.
	** TBD **

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


2.20 [bookmark: _Toc285527809][bookmark: _Toc272493200][bookmark: _Toc330328477]EXCH-120: HOST cable failure
	Test ID:
	EXCH-120

	Procedure Description:
	Simulate a fibre cable failure

	Prerequisites:
	

	Step
	Actions

	1.
	Remove a fibre cable from the server

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


[bookmark: _Toc272493201]


2.21 [bookmark: _Toc285527810][bookmark: _Toc330328478]EXCH-121: Storage cable failure
	Test ID:
	EXCH-121

	Procedure Description:
	Simulate a fibre cable failure

	Prerequisites:
	

	Step
	Actions

	1.
	Remove a fibre cable from the fibre switch

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


2.22 [bookmark: _Toc285527811][bookmark: _Toc272493202][bookmark: _Toc330328479]EXCH-122: Multi Pathing Failure
	Test ID:
	EXCH-122

	Procedure Description:
	Simulate a Multi Pathing failure

	Prerequisites:
	

	Step
	Actions

	1.
	** TBD **

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


[bookmark: _Toc272493203]


2.23 [bookmark: _Toc285527812][bookmark: _Toc330328480]EXCH-123: Service Processor reboot
	Test ID:
	EXCH-123

	Procedure Description:
	Simulate a Service process outage on the NetApp

	Prerequisites:
	

	Step
	Actions

	1.
	Restart the primary Service Processor

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


[bookmark: _Toc272493206]
[bookmark: _Toc285527814][bookmark: _Toc330328481]2.24	EXCH-124: Disk subsystem failure
	Test ID:
	EXCH-124

	Procedure Description:
	Simulate a total failure of the disk subsystem, but not the server

	Prerequisites:
	

	Step
	Actions

	1.
	Disk subsystem is powered off

	2.
	

	3. 
	

	Expected Result
	Any Mounted databases should become mounted on the servers designated with an Activation Preference of 2 or higher

	Actual Result
	


[bookmark: _Toc285527815]


2.25 [bookmark: _Toc330328482]EXCH-125: Test-AssistantHealth
	Test ID:
	EXCH-125

	Procedure Description:
	This cmdlet to verify that the Microsoft Exchange Mailbox Assistants service (MSExchangeMailboxAssistants) is healthy.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3. 
	Test-AssistantHealth | fl *

	Expected Result
	Under Events the message should state:
The mailbox assistants troubleshooter didn't detect any problems with the Assistant service on <Server>

	Actual Result
	


[bookmark: _Toc285527816]
[bookmark: _Toc330328483]2.26	EXCH-126: Test-SystemHealth
	Test ID:
	EXCH-126

	Procedure Description:
	This cmdlet gathers data about your Microsoft Exchange system and to analyze the data according to best practices.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	$s=Hostname; Test-SystemHealth -ServerList $s -Role "Mailbox"

	Expected Result
	There should be no or little output

	Actual Result
	


[bookmark: _Toc285527817][bookmark: _Toc285524559]


2.26 [bookmark: _Toc330328484]EXCH-127: Log File Location
	Test ID:
	EXCH-127

	Procedure Description:
	Check the log file configuration is correct

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	$s=hostname;Get-MailboxServer $s | fl *path*

	Expected Result
	[bookmark: _GoBack]The log files should be pointing to folders off c:\program files\Exchange Server\v14

	Actual Result
	



[bookmark: _Toc285527818][bookmark: _Toc330328485]2.27	EXCH-128: JetStress
	Test ID:
	EXCH-128

	Procedure Description:
	Check the mailbox storage performs as expected

	Prerequisites:
	Database storage configured
Read Exchange Server 2010 JetStress Testing

	Step
	Actions

	1.
	Logon to the Exchange Server Mailbox

	2.
	The aim of the JetStress  is to find the maximum workload while still passing the test.  Fundamentally you need to increase workload until the test fails. 
The last value before failure is the highest workload that the system can support.  

	3.
	$s=hostname;Get-MailboxServer $s | fl *path*

	Expected Result
	JetStress results should pass and exceed the required IOPs documented in the Exchange High Level Design

	Actual Result
	




Global MADS	Copyright © 2012 Aegis Media	Page 18 of 18

image1.gif




