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[bookmark: _Toc285527625][bookmark: _Toc267404069][bookmark: _Toc330907108]1	Document Overview
[bookmark: _Toc285527626][bookmark: _Toc267404070][bookmark: _Toc330907109]1.1	Document Purpose
[bookmark: _Toc267404071]The purpose of this document is to define a set of test scenarios and procedures that will form the basis for the Unit tests to be used as part of the Exchange Server 2010 Installation Testing.  
[bookmark: _Toc285527627][bookmark: _Toc330907110]1.2	Key Assumptions
The following assumptions have been made in preparation of this document:
The Testing is to be done in isolation on a vanilla build of Exchange and AD.
There will be an ability to connect to the internet for some of the tests.
[bookmark: _Toc285527628][bookmark: _Toc267404072][bookmark: _Toc330907111]1.3	Out of Scope
The following items are considered to be out of scope:
Stress and performance testing.
Testing against the current infrastructure directly or emulated. 
[bookmark: _Toc285527629][bookmark: _Toc267404073][bookmark: _Toc330907112]1.4	Reference Documents
Exchange Server 2010 Installation document.
Exchange Server 2010 Test Environment – Detailed Design
[bookmark: _Toc285527630][bookmark: _Toc330907113]1.5	Test Environment
The messaging test lab environments will be required to undertake the test scenarios detailed in this document.  All of the components will be available in the Messaging Test Lab, however testing will also be undertaken in production environments throughout the project lifecycle and as part of User Acceptance Testing.


1. [bookmark: _Toc285524542][bookmark: _Toc277438367][bookmark: _Toc330907114]Tests and Procedures
0. [bookmark: _Toc272493268][bookmark: _Toc221869464][bookmark: _Toc285524543][bookmark: _Toc330907115]EXCH-201: LOCALHOST Certificate Test
	Test ID:
	EXCH-201

	Procedure Description:
	Test Installed Certificates using LOCALHOST

	Prerequisites:
	Successful Certificate Installation

	Step
	Actions

	1.
	Logon on an Exchange 2010 Server with the Client Access Role

	2.
	Open internet explorer and navigate to: HTTPS://localhost/owa

	Expected Result
	You WILL get a certificate error

	Actual Result
	


0. [bookmark: _Toc285524544][bookmark: _Toc330907116]EXCH-202: NetBIOS Certificate Test
	Test ID:
	EXCH-202

	Procedure Description:
	Test Installed Certificates using NetBIOS name

	Prerequisites:
	Successful Installation of the Exchange Server 2010 Mailbox Role

	Step
	Actions

	1.
	Logon on an Exchange 2010 Server with the Client Access Role

	2.
	Open internet explorer and navigate to: HTTPS://<NETBIOS Name>/owa

	Expected Result
	Certificate should be valid

	Actual Result
	





0. [bookmark: _Toc285524545][bookmark: _Toc330907117]EXCH-203: FQDN Certificate Test
	Test ID:
	EXCH-203

	Procedure Description:
	Test installed certificates

	Prerequisites:
	Successful Installation of the Exchange Server 2010 Mailbox Role

	Step
	Actions

	1.
	Logon on an Exchange 2010 Server with the Client Access Role

	2.
	Open internet explorer and navigate to: HTTPS://<NETBIOS Name>/owa

	Expected Result
	Certificate should be valid

	Actual Result
	


0. [bookmark: _Toc285524546][bookmark: _Toc330907118]EXCH-204: CAS Array Configuration
	Test ID:
	EXCH-204

	Procedure Description:
	This cmdlet show if exchange thinks the CAS Arrays are valid and working properly.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Get-ClientAccessArray | Select Name, Site, Fqdn, Members, IsValid | FT -Wrap -AutoSize

	Expected Result
	Ensure IsValid equals True

	Actual Result
	





0. [bookmark: _Toc285524547][bookmark: _Toc330907119]EXCH-205: CAS Array Test
	Test ID:
	EXCH-205

	Procedure Description:
	Test a client connects to a CAS Array and not a CAS Server

	Prerequisites:
	CAS Array VIP created

	Step
	Actions

	1.
	Logon to a Windows Desktop and open Outlook

	2.
	Once outlook is open, hold down CTRL and right click the outlook icon in the notification area. 

	3.
	Select Connection Status

	Expected Result
	For Directory and Mail type the server name should be a CAS Array

	Actual Result
	


0. [bookmark: _Toc285524548][bookmark: _Toc330907120]EXCH-206: Test-ActiveSyncConnectivity
	Test ID:
	EXCH-206

	Procedure Description:
	This cmdlet will perform a full synchronization against a specified mailbox to test the configuration of Microsoft Exchange ActiveSync.

	Prerequisites:
	extest mailboxes created

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-ActiveSyncConnectivity -ClientAccessServer <CAS Server>

	Expected Result
	Ensure Result equals Success

	Actual Result
	





0. [bookmark: _Toc285524549][bookmark: _Toc330907121]EXCH-207: Test-CalendarConnectivity
	Test ID:
	EXCH-207

	Procedure Description:
	This cmdlet to verify that anonymous calendar sharing is enabled and working properly.

	Prerequisites:
	extest mailboxes created

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-CalendarConnectivity

	Expected Result
	You should see a message that says:
WARNING: [13:53:48.997] : Policy doesn'tt allow anonymous sharing.

	Actual Result
	


0. [bookmark: _Toc285524550][bookmark: _Toc330907122]EXCH-208: Test-EcpConnectivity
	Test ID:
	EXCH-208

	Procedure Description:
	This cmdlet will verify that the Exchange Control Panel is running as expected.

	Prerequisites:
	extest mailboxes created

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-EcpConnectivity

	Expected Result
	Ensure Result equals Success

	Actual Result
	





0. [bookmark: _Toc285524551][bookmark: _Toc330907123]EXCH-209: Test-MRSHealth
	Test ID:
	EXCH-209

	Procedure Description:
	This cmdlet will test the health of an instance of the Microsoft Exchange Mailbox Replication service.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-MRSHealth | Ft -Wrap -AutoSize

	Expected Result
	Ensure all items have Passed equals True

	Actual Result
	


0. [bookmark: _Toc285524552][bookmark: _Toc330907124]EXCH-210: Test-OutlookConnectivity (HTTP)
	Test ID:
	EXCH-210

	Procedure Description:
	This cmdlet will test end-to-end Microsoft Outlook client connectivity in the Microsoft Exchange Server 2010 organization. 

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-OutlookConnectivity -Protocol HTTP

	Expected Result
	Ensure all items have a result that equals Success

	Actual Result
	





0. [bookmark: _Toc285524553][bookmark: _Toc330907125]EXCH-211: Test-OutlookConnectivity (TCP)
	Test ID:
	EXCH-211

	Procedure Description:
	This cmdlet will test end-to-end Microsoft Outlook client connectivity in the Microsoft Exchange Server 2010 organization. 

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-OutlookConnectivity -Protocol TCP

	Expected Result
	Ensure all items have a result that equals Success

	Actual Result
	


0. [bookmark: _Toc285524554][bookmark: _Toc330907126]EXCH-212: Test-OutlookConnectivity
	Test ID:
	EXCH-212

	Procedure Description:
	This tests for Outlook Anywhere connectivity using the local server as the RpcProxy endpoint as well as the RPC endpoint. 

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-OutlookConnectivity -RpcProxyTestType:Internal -RpcTestType:Server

	Expected Result
	Ensure all items have a result that equals Success

	Actual Result
	





0. [bookmark: _Toc285524555][bookmark: _Toc330907127]EXCH-213: Test-OutlookWebServices
	Test ID:
	EXCH-213

	Procedure Description:
	This cmdlet will verify the Autodiscover service settings for Microsoft Outlook on a computer running Microsoft Exchange Server 2010 that has the Client Access server role installed.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-OutlookWebServices

	Expected Result
	Ensure all items have a type that equals Success

	Actual Result
	


0. [bookmark: _Toc285524556][bookmark: _Toc330907128]EXCH-214: Test-OwaConnectivity
	Test ID:
	EXCH-214

	Procedure Description:
	This cmdlet will verify that Microsoft Office Outlook Web App is running as expected. The Test-OwaConnectivity cmdlet can be used to test Outlook Web App connectivity for all Microsoft Exchange Server 2010 virtual directories on a specified Client Access server for all mailboxes on servers running Exchange that are in the same Active Directory site.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-OwaConnectivity -AllowUnsecureAccess

	Expected Result
	Ensure all items have a “result” that equals Success

	Actual Result
	





0. [bookmark: _Toc285524557][bookmark: _Toc330907129]EXCH-215: Test-WebServicesConnectivity
	Test ID:
	EXCH-215

	Procedure Description:
	This cmdlet will perform basic operations to verify the functionality of Exchange Web Services on a server running Microsoft Exchange Server 2010 that has the Client Access server role installed.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	Test-WebServicesConnectivity

	Expected Result
	Ensure all items have a “result” that equals Success

	Actual Result
	


0. [bookmark: _Toc285524558][bookmark: _Toc330907130]EXCH-216: Test-SystemHealth
	Test ID:
	EXCH-216

	Procedure Description:
	This cmdlet gathers data about your Microsoft Exchange system and to analyze the data according to best practices.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	$s=Hostname; Test-SystemHealth -ServerList $s -Role "ClientAccess"

	Expected Result
	There should be no or little output

	Actual Result
	



[bookmark: _Toc285523603]

0. [bookmark: _Toc285524559][bookmark: _Toc330907131]EXCH-217: Log File Location
	Test ID:
	EXCH-217

	Procedure Description:
	Check the log file configuration is correct

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	$s=hostname;Get-ClientAccessServer $s | fl *path*

	Expected Result
	The log files should be pointing to folders off d:\exchange.logs

	Actual Result
	


0. [bookmark: _Toc285524560][bookmark: _Toc330907132]EXCH-218: Certificate Check
	Test ID:
	EXCH-218

	Procedure Description:
	Checks the current certificate is the right one

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	$s=hostname;Get-ExchangeCertificate -Server $s

	Expected Result
	The certificate thumbprint should be what you are expecting

	Actual Result
	





0. [bookmark: _Toc285524561][bookmark: _Toc330907133]EXCH-219: Website URL Check
	Test ID:
	EXCH-219

	Procedure Description:
	Checks the Internal and External URLs set on all virtual directories.

	Prerequisites:
	

	Step
	Actions

	1.
	Logon to the Exchange Server

	2.
	Open the Exchange Management Shell and run:

	3.
	$s=Hostname;
Get-OwaVirtualDirectory -Server $s | Select Name, InternalUrl, ExternalUrl
Get-EcpVirtualDirectory -Server $s  | Select Name, InternalUrl, ExternalUrl
Get-ActiveSyncVirtualDirectory -Server $s  | Select Name, InternalUrl, ExternalUrl
Get-WebServicesVirtualDirectory -Server $s  | Select Name, InternalUrl, ExternalUrl

	Expected Result
	The Internal and external URL should be as expected

	Actual Result
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