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1 [bookmark: _Toc327362489]Introduction
1.1 [bookmark: _Toc298838212][bookmark: _Toc327362490]Business Justification
This document describes how Aegis Media will install Exchange 2010 SP2 CAS, Hub, Mailbox, Unified Messaging and Edge servers and configurations of these roles. 
If additional requirements are needed, they will either be referenced as web links or as appendices to this document. 
By having the build guide, Aegis Media will be able to ensure standardization across the enterprise, reducing total cost of ownership (TCO), and easing troubleshooting steps.
1.2 [bookmark: _Toc272749007][bookmark: _Toc327362491]Scope
The scope of this document is limited to installation of an Exchange 2010 CAS, Hub, Mailbox, Unified Messaging and Edge servers installs for the Aegis Media EMEA environment running on Windows Server 2008 R2 operating system. CAS and Hub transport roles will be co-located and all other role will be installed on its own hardware, this document describes each build.
1.3 [bookmark: _Toc327362492]Audience
This document provides the Aegis Media design, engineering, and testing teams with an overview of the deployment process of Exchange 2010 SP2. 
The primary audience for this document is the technical resource personnel who need to know how the Exchange 2010 SP2 Servers will be deployed in the Aegis Media environment.
[bookmark: _Toc272749008][bookmark: _Toc327362493]Prerequisites
The administrator should have working knowledge of Windows Server 2008 R2 concepts, Exchange 2010 SP2 concepts, the Exchange Management Console and Exchange Management Shell, the command line, and various system utilities. This document does not elaborate on the details of any system utility except as necessary to complete the tasks within.
In addition, before implementing the server role, the administrator should review the Understanding Client Access, Understanding Transport, Understanding Mailbox and Understanding Unified Messaging topics in the Exchange Library.
1.4 [bookmark: _Toc327362494]Assumptions
This document assumes that Windows Server 2008 R2 Standard or Enterprise Edition is installed on the intended servers per Aegis Media baseline regulations which include the latest approved service pack and hotfixes installed.
This document assumes that the account for the Exchange tasks have been delegated the Server Management role, as described in the Server Management topic in the Exchange Server 2010 Library. For installing Exchange 2010 SP2 in the production environment Aegis Media will require an account with schema, enterprise admin and domain admin rights in global.loc forest/domain and domain admin rights in all other domains. 
Important:
[bookmark: _Toc272749010]The procedures within this document should be followed sequentially. If changes are made out of sequence, unexpected results may occur.
1.5 [bookmark: _Toc327362495]Virtualization 
Microsoft supports Exchange Server 2010 SP2 in lab or production on hardware virtualization software only when all the following conditions are true:
· Microsoft Hyper-V Server, Microsoft Hyper-V Server R2, or any third-party hypervisor that has been validated under the Windows Server Virtualization Validation Program.  
· Is deployed on the Windows Server 2008 R2 operating system.
· Meets all of the requirements set forth in the Exchange Server 2010 or newer System Requirements.
· The storage used by the Exchange Server guest machine can be virtual storage of a fixed size (for example, fixed virtual hard drives (VHDs) in a Hyper-V environment), SCSI pass-through storage, or Internet SCSI (iSCSI) storage. Pass-through storage is storage that is configured at the host level and dedicated to one guest machine. Pass-through volumes must be presented as block-level storage to the hardware virtualization software, because Exchange Server 2010 doesn't support using network attached storage (NAS) volumes.
· In a Hyper-V environment, each fixed VHD must be less than 2,040 gigabytes (GB).
· Virtual disks that dynamically expand are not supported by Exchange Server.
· Virtual disks that use differencing or delta mechanisms (such as Hyper-V's differencing VHDs or snapshots) are not supported.
· No other server-based applications, other than management software (for example, antivirus software, backup software, virtual machine management software, etc.) can be deployed on the physical host machine. The host machine should be dedicated to running guest virtual machines.
· Microsoft does not support combining Exchange Server high availability solutions (database availability groups (DAGs)) with hypervisor-based clustering, high availability or migration solutions. DAGs are supported in hardware virtualization environments provided that the virtualization environment doesn’t employ clustered root servers.
· Some hypervisors include features for taking snapshots of virtual machines. Virtual machine snapshots capture the state of a virtual machine while it is running. This feature enables you to take multiple snapshots of a virtual machine and then revert the virtual machine to any of the previous states by applying a snapshot to the virtual machine. However, virtual machine snapshots are not application-aware, and using them can have unintended and unexpected consequences for a server application that maintains state data, such as Exchange Server. As a result, making virtual machine snapshots of an Exchange Server guest virtual machine is not supported.
· Many hardware virtualization products allow you to specify the number of virtual processors that should be allocated to each guest virtual machine. The virtual processors located in the guest virtual machine share a fixed number of logical processors in the physical system. Exchange Server supports a virtual processor-to-logical processor ratio no greater than 2:1. For example, a dual processor system using quad core processors contains a total of 8 logical processors in the host system. On a system with this configuration, do not allocate more than a total of 16 virtual processors to all guest virtual machines combined.
· The operating system for an Exchange Server guest machine must use a fixed sized disk that has a minimum size equal to 15 GB plus the size of the virtual memory that's allocated to the guest machine. This requirement is necessary to account for the operating system and paging file disk requirements. For example, if the guest machine is allocated 16 GB of memory, the minimum disk space needed for the guest operating system disk is 31 GB.
For complete details about current virtualization recommendations see the Best Practices for Virtualizing Exchange Server 2010 with Windows Server 2008 R2 Hyper V.
1.6 [bookmark: _Toc327362496]Deployment Sequence
The following deployment sequence will be followed for the deployment of Exchange 2010 SP2 Solution:
	Step Number
	Description
	Comments

	1
	Prepare Active Directory
	AD must be operating in a healthy state before deploying Exchange (Section 3.2)

	2
	Configure Certificate Services
	If an internal CA will be used the CA must be fully configured and operational before installing Exchange (These guides do not outline certificate services configuration)

	3
	Deploy Hardware Load Balancer
	HLB’s must be deployed at each site prior to CAS role deployment

	4
	Deploy TMG Servers
	TMG servers must be deployed at each site. (This guide do not outline TMG configurations)

	5
	Deploy and Configure Exchange 2010 SP2 Servers
	This document



Note:
[bookmark: _Toc272749011]Please note that this document has been written based on Aegis Media lab environment, Aegis Media lab environment is built as replica of production. Please be sure to use production names and IP address when using this guide to build the production environment.
2 [bookmark: _Ref317692797][bookmark: _Toc327362497]Server and IP Address Information
· Server Naming Table
· Server Naming Convention
Below is a list of CAS, Hub, Mailbox, UM and Edge servers that will be configured and deployed in the production environment of the Aegis Media.  
	Hostname
	IP Address
	Role
	Site
	OS

	TBD
	TBD
	CAS and Hub Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	CAS and Hub Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	CAS and Hub Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	CAS and Hub Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	Mailbox – DAG A
	EMEA Datacentre A
	Windows 2008 R2 SP1 EE

	TBD
	TBD
	Mailbox – DAG A
	EMEA Datacentre A
	Windows 2008 R2 SP1 EE

	TBD
	TBD
	Mailbox – DAG A
	EMEA Datacentre A
	Windows 2008 R2 SP1 EE

	TBD
	TBD
	Mailbox – DAG B
	EMEA Datacentre B
	Windows 2008 R2 SP1 EE

	TBD
	TBD
	Mailbox – DAG B 
	EMEA Datacentre B
	Windows 2008 R2 SP1 EE

	TBD
	TBD
	Mailbox – DAG B
	EMEA Datacentre B
	Windows 2008 R2 SP1 EE

	TBD
	TBD
	Unified Messaging Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	Unified Messaging Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	Unified Messaging Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	Unified Messaging Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	Edge Transport Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	Edge Transport Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	Edge Transport Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE

	TBD
	TBD
	Edge Transport Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE



Below is a list of CAS, Hub, Mailbox, UM and Edge servers that will be configured and deployed in the lab environment of Aegis Media.  
	Hostname
	IP Address
	Role
	Site
	OS

	UKLAB1CAS01
	TBD
	CAS and Hub Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	UKLAB1CAS02
	TBD
	CAS and Hub Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	UKLAB2CAS01
	TBD
	CAS and Hub Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE

	UKLAB2CAS02
	TBD
	CAS and Hub Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE

	UKLAB1MBX01
	TBD
	Mailbox – DAG A
	EMEA Datacentre A
	Windows 2008 R2 SP1 EE

	UKLAB1MBX02
	TBD
	Mailbox – DAG A
	EMEA Datacentre A
	Windows 2008 R2 SP1 EE

	UKLAB2MBX03
	TBD
	Mailbox – DAG A
	EMEA Datacentre A
	Windows 2008 R2 SP1 EE

	UKLAB2MBX01
	TBD
	Mailbox – DAG B
	EMEA Datacentre B
	Windows 2008 R2 SP1 EE

	UKLAB2MBX02
	TBD
	Mailbox – DAG B 
	EMEA Datacentre B
	Windows 2008 R2 SP1 EE

	UKLAB1MBX03
	TBD
	Mailbox – DAG B
	EMEA Datacentre B
	Windows 2008 R2 SP1 EE

	UKLAB1UMM01
	TBD
	Unified Messaging Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	UKLAB1EDG01
	TBD
	Edge Transport Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	UKLAB1EDG02
	TBD
	Edge Transport Role
	EMEA Datacentre A
	Windows 2008 R2 SP1 SE

	UKLAB2EDG01
	TBD
	Edge Transport Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE

	UKLAB2EDG02
	TBD
	Edge Transport Role
	EMEA Datacentre B
	Windows 2008 R2 SP1 SE


[bookmark: _Toc327362498]Server Naming Convention
The server naming convention for messaging and communication servers will follow the below guidelines:
	Datacentre
	City Code
	System Type

	EMEA Datacentre A
	TBD
	Production

	EMEA Datacentre B
	TBD
	Production

	Global Switch 2
	UKLAB2
	Lab

	Goswell Road
	UKLAB1
	Lab



	System Type
	Naming Convention

	Production
	TBD

	Lab
	UKLAB



	Server Role
	Naming Convention

	Exchange CAS and Hub
	CAS

	Exchange UM
	UMM

	Exchange Mailbox
	MBX

	Exchange Edge
	EDG





3 [bookmark: _Toc327362499]Environment Preparation
This section discusses environmental dependencies necessary for Exchange Server 2010 implementation.
· Permissions Requirements
· Prepare Active Directory
3.1 [bookmark: _Toc327362500]Permissions Requirements
	Phase
	Steps
	Permissions

	Install prerequisite software.
	Manually install Windows Updates, and then automatically install prerequisite software.
	Local Administrator for the server being worked on.

	Prepare AD DS.
	Prepare the schema, forest and domain for Exchange Server 2010 SP2
	Member of Schema Admins group and Administrator rights on the schema master 
Member of Enterprise Admins group 
Member of Enterprise Admins or Domain Admins group to Run /Preparedomain command

	Prepare Windows for Setup.
	Install required Windows Updates, configure Windows Firewall.
	Local Administrator for the server being worked on.

	Create and verify DNS records.
	Configure DNS A and SRV records.
	DNS Admins group

	Install Exchange 
	
	Interactive installation account requires membership in:
First Install:
Local Administrators group
Domain Admins group
Subsequent Installs:
Local Administrators group and
Domain Admins group or Organization Management group or Delegated Setup group

	Configure certificates for Exchange 2010 Servers
	Request a mutual TLS (MTLS) certificate for Exchange server and then assign the certificate to each server using EMC. 
	Local Administrators group
Organization Management group or delegated as per Aegis Media Process

	Create and enable user mailboxes
	
	Recipient Management RBAC group


3.2 [bookmark: _Toc327362501]Prepare Active Directory
Before you install Microsoft Exchange Server 2010 on any servers in your organization, you must prepare Active Directory and domains. This topic explains how to prepare your Active Directory and domains for Exchange 2010.  For additional details about preparing Active Directory for Exchange see the following TechNet:  http://technet.microsoft.com/en-us/library/bb125224(EXCHG.140).aspx 
Note: Be sure to have validated complete backups of the Active Directory environment before performing any major changes like Prepare Schema or Prepare Active Directory.
[bookmark: _Toc327362502]Prepare Legacy Permissions
Before installing Exchange 2010 into an environment with Exchange 2003 you must first run a command to prepare the forest.  From an elevated command prompt (not PowerShell) run the following command once for the global.loc environment.
<Exchange 2010 SP2 installation media>\Setup.com PrepareLegacyExchangePermissions
[bookmark: _Toc327362503]Prepare Schema
From an elevated command prompt (not PowerShell) run the following command once for the global.loc environment.
<Exchange 2010 SP2 installation media>\Setup.com /PrepareSchema
[image: ]
Note:  
· To run this command, the administrator must be a member of the Schema Admins group and the Enterprise Admins group.
· The administrator must run this command on a 64-bit computer in the same domain and in the same Active Directory site as the schema master FSMO role holder domain controller. 
· After the administrator runs this command, they should wait for the changes to replicate across entire Active Directory forest servicing Exchange organization before continuing to the next step. The amount of time this takes is dependent upon the Active Directory site topology.
Use ADSIEdit and verify the following values for Schema partition. For Exchange 2010 SP2 the value of rangeUpper attribute of ms-Exch-Schema-Version-Pt object in CN=Schema will equal 14732 when setup /PrepareSchema is run successfully. Verify this value before proceeding to the next steps in the production environment.
[image: ]
[bookmark: _Toc327362504]Prepare Active Directory
From an elevated command prompt (not PowerShell) run the following command once for the global.loc environment.
<Exchange 2010 SP2 installation media>\Setup.com /PrepareAD
Note: 
This command prepares the local domain for the introduction of Exchange.  This means that it is not necessary to run the Setup /PrepareDomain command in the specific domain where the /PrepareAD command was run, in this case global.loc.
[bookmark: _Toc327362505]Prepare Additional Domains 
Aegis Media will be enabling Exchange users in all their other domains in their forest.  Therefore it is required to run the /PrepareAllDomains in this environment.  
<Exchange 2010 SP2 installation media>\Setup.exe /PrepareAllDomains

Or to prepared individual domain one at a time

<Exchange 2010 SP2 installation media>\Setup.exe /PrepareDomain:<FQDN of domain you want to prepare>
Note: 
/PrepareAllDomains will prepare all remaining domains in the forest.  /PrepareDomain can be used to specify a specific domain.
To verify the first domain is prepared successfully, make sure that there is a new OU in the root domain (global.loc) called Microsoft Exchange Security Groups. This OU should contain the following new Exchange USGs:
· Exchange Security Groups OU:
· Organization Management
· Recipient Management
· Server Management
· View-Only Organization Management
· Public Folder Management
· UM Management
· Hygiene Management
· Records Management
· Discovery Management
· Delegated Setup
· ExchangeLegacyInterop
To verify all other domains are prepared go to each domain controller in all domains in which you will install Exchange 2010, the Exchange Servers USG has permissions on the Domain Controller Security Policy\Local Policies\User Rights Assignment\Manage Auditing and Security Log policy
[bookmark: _Toc272749012]

4 [bookmark: _Toc327362506][bookmark: DSDOC_Server7a43fe74_ffdb_4b5d_addd_884a]Client Access and Hub Transport Server Configuration
The following media is required for this section.
· Windows Server 2008 R2 SP1 Standard Edition Installation Files
· Exchange 2010 SP2 Installation Files
· Microsoft Office 2010 Filter Packs
· Exchange 2010 SP2 Rollup Update 2 or latest version 
4.1 [bookmark: _Toc327362507]Additional Software Verification
All of the steps listed below leverage remote desktop for configuration.  Be sure to enable remote desktop on all servers. 
As an optional process, install Microsoft Network Monitor 3.4.  This software will help with network troubleshooting.  (http://go.microsoft.com/fwlink/?LinkId=86611).
4.2 [bookmark: _Toc327362508]Prerequisites and Hotfixes
Contained is a list of prerequisites and hotfixes that are required to be installed on all Exchange 2010 SP2 servers.  Be sure to perform all below steps on servers that will host Exchange 2010 roles.
[bookmark: _Toc327362509]Hotfix Installs
Aegis Media has decided to deploy Exchange 2010 server on Windows 2008 R2 SP1 operating system.  Service Pack 1 includes all required hotfixes for Exchange server deployment, no additional hotfixes required for this version of Windows.
[bookmark: _Toc327362510]Exchange 2010 SP2 Prerequisites
On Exchange 2010 Transport and Mailbox server roles require the Office 2010 Filter Pack for Exchange Server 2010 SP2.  Install and Configure the Office 2010 Filter Pack on all servers that will host either of these Exchange 2010 roles.  
1. Microsoft Office 2010 Filter Packs (Download FilterPack64bit.exe for Server 2008 R2 systems)
http://go.microsoft.com/fwlink/?linkid=191548 
Note:  Exchange 2010 SP2 will automatically register the IFilters during setup. 
[bookmark: _Toc327362511]Automate Installation of Prerequisites  
<path to >\FilterPack64bit.exe /quiet
Note:  Add the /norestart to prevent an automatic reboot of the server.  Server must be restarted after all prerequistes are installed.
[bookmark: _Toc327362512]Exchange Features Prerequisites
Exchange 2010 SP2 includes an option to “Automatically install Windows Server roles and features required for Exchange Server”.  These steps can safely be skipped and performed during the Exchange install step.  
4.3 [bookmark: _Toc327362513][bookmark: _Toc272749018]Network Interfaces Configuration
The below network configurations are applicable to CAS/Hub servers. 
1. Log on to the server with an account that has been delegated at least local administrative access.
2. Click Start > Control Panel, and then double-click Network and Sharing Center.
3. Click Manage Network Connections.
4. Locate the connection for the internal network and rename it according to your organization's naming standards.
5. Right-click the connection and then select Properties.
6. For Internet Protocol Version 4 (TCP/IPv4), add the following:
1. Static IP Address, Subnet Mask, and Gateway
2. DNS Server IP Addresses
3. Select the check box to Append parent suffixes of the primary DNS suffix.
4. WINS IP Addresses (if using WINS)
7. If you are using Internet Protocol Version 6 (TCP/IPv6), configure the IPv6 settings according to your organization's network standards.
Note: IPv6 should not be disabled on Exchange servers.  For current guidance around network adapter configuration see the following blog article:   Time to revisit recommendations around Windows networking enhancements usually called Microsoft Scalable Networking Pack
4.4 [bookmark: _Toc327362514]Domain Membership Configuration
CAS/Hub servers will be part of global.loc domain.
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start > right-click My Computer, and then select Properties.
3. View the preview. If incorrect proceed to change settings.
4. Under the Computer Name, domain, and workgroup settings, click Change Settings.
5. Click Change.
6. Choose the Domain option button, and then enter the appropriate domain name, global.loc.
7. Enter the appropriate credentials.
8. Click OK and OK.
9. Click OK to close System Properties.
10. Restart the server
4.5 [bookmark: _Toc327362515][bookmark: _Toc272749019]Drive Configuration
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
1. Click Start > Administrative Tools, and then select Computer Management.
1. Expand Storage and then click Disk Management.
1. Using the Disk Management snap-in of the Microsoft Management Console (MMC), format, rename, and assign the appropriate Drive Letters so that the volumes and DVD drive match the appropriate server configuration.
	LUN
	Drive letter
	Usage  

	1
	C
	Operating system, Exchange binaries, and tracking logs

	2
	D
	mail.que database (Transport database)

	3
	E
	Tracking logs, Transaction logs (Transport database)

	6
	Z
	DVD drive


4.6 [bookmark: _Toc327362516]Drive Permissions
1. Login to the server with an account that has been delegated local administrative access.
1. Click Start, and then select Computer.
1. Right-click D Drive and then select Properties.
1. Click the Security tab.
1. Click Edit.
1. Click Add, and then select the local server from Locations.
1. Grant the following rights as outlined in the following table.
	Account 
	Permissions 

	Administrators
	Full Control

	SYSTEM
	Full Control

	Authenticated Users
	Read and Execute, List, Read

	CREATOR OWNER
	Full Control

	Network Services
	Full Control


1. Click the Advanced button.
1. Select the CREATOR OWNER permission entry, and then click View/Edit.
1. Select Subfolders and Files Only from the drop-down list.
1. Click OK two times.
1. Click OK to close the drive properties.
1. [bookmark: _Toc296601377]Repeat steps 3-12 for each additional drive (other than the C drive).
4.7 [bookmark: _Toc327362517]Windows Firewall 
Because the Windows Firewall service applies Windows service hardening rules to standard Windows Networking services, Microsoft does not support stopping the Windows Firewall service. Aegis Media do not want to use Windows Firewall, turn the firewall features off by using the Group Policy settings, without stopping the service, as described in http://technet.microsoft.com/en-us/library/cc771032(WS.10).aspx.
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management > Configuration > Services. Ensure the Windows Firewall is Automatic and Started.
[image: ]
3. [bookmark: _Toc272749020]Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
4. Click Start > Administrative Tools, and then select Windows Firewall and Advanced Security.
5. Select Windows Firewall and Advanced Security > Ensure Windows Firewall is off for Domain, Private, and Public Profile.
[image: ]
4.8 [bookmark: _Toc327362518]Local Administrators Verification
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management.
3. Select Configuration > Local Users and Groups > Groups > Administrators
4. Verify (or add if not already there) that the Domain Admins account and the user account that will perform the Exchange installation are members of the local Administrators group on this server.
5. Verify that the installation user account is a member of a group which is a member of the local Administrators group on the Windows Server 2008 server. If it is not, use an account that is a member of the local Administrators group before continuing.
4.8.1 [bookmark: _Toc277152873]Local Administrator Account Password Reset
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start, right-click Computer, and then select Manage.
3. Expand the nodes to find Configuration\Local Users and Groups\Users.
4. Right-click Administrator and then select Set Password. Change the password so that it meets strong complexity requirements
4.9 [bookmark: _Toc327362519]Page File Modifications
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
1. Click Start, right-click Computer, and then select Properties.
1. Select the Advanced System Settings.
1. Under Startup and Recovery, click Settings.
1. Under Write Debugging Information, select Kernel Memory Dump from the memory dump drop-down list.
[image: ]
1. Click OK.
1. Under Performance, click Settings.
1. Click the Advanced tab.
1. Under Virtual Memory, click Change.
8. On all servers perform the following steps:
8. De-select Automatically Manage paging file size for all drives.
8. Set a Static page file on C:
8. In the Drive list, click C:, and then click Custom size.
8. Type 32778 in Initial Size (MB:) and Maximum Size (MB:)
8. The recommended size for a server with over 8 GB of memory is RAM + 10MB
5. 32 * 1024 = 32768 MB
5. 10 MB + 32768 MB = 32778 MB
5. Click Set
8. Click OK three times to close the System Properties dialog box. 
1. Clicks OK two times to close the System Properties dialog box. 
1. Click No if prompted to restart the system.

Note: 
[bookmark: _Toc272749030]For more information about page file recommendations, see the following Microsoft Knowledge Base articles: How to determine the appropriate page file size for 64-bit versions of Windows Server 2003 or Windows XP and Overview of memory dump file options for Windows Vista, Windows Server 2008, Windows Server 2003, Windows XP, and Windows 2000 
4.10 [bookmark: _Toc327362520][bookmark: DSDOC_steps7a43fe74_ffdb_4b5d_addd_884a2]Client Access and Hub Transport Server Verification Steps 
The following procedures are in this section:
1. Organizational Unit Verification
2. Active Directory Site Verification
3. Domain Controller Diagnostics Verification
4. Exchange Pre-Deployment Analyzer Verification
4.10.1 [bookmark: _Toc272749031][bookmark: _Toc327362521]Organizational Unit Verification
Submit a change request to the appropriate operations group and have the computer object moved to the appropriate organizational unit (OU).  Organizational Unit will be global.loc\Servers.
4.10.2 [bookmark: _Toc272749032][bookmark: _Toc327362522]Active Directory Site Verification
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Open a Command Prompt window.
3. Verify that the server is in the correct domain and Active Directory site. At the command line, type the following:
NLTEST /server:%COMPUTERNAME% /dsgetsite
4. The name of the Active Directory site to which the server belongs will be displayed. If the server is not in the correct Active Directory site, submit a change request to the appropriate operations group and have the server moved to the appropriate Active Directory site.

Note:  
It is required to have a Global Catalog server in every site that will host an Exchange 2010 Server.  Ensure there are GC’s for all Exchange domains in the site verified in this step.
The proper site for all servers at Aegis Media is EMEA Datacentre A and EMEA Datacentre B 
4.10.3 [bookmark: _Toc272749033][bookmark: _Toc327362523]Domain Controller Diagnostics Verification
DCDIAG (Domain Controller Diagnostics) is a Windows support tool that tests network connectivity and DNS resolution for domain controllers.
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Open a Command Prompt window, and then change paths to the C drive.
3. Run the following command:
dcdiag /s:<Domain Controller> /test:connectivity /f:c:\dcdiag.log

[image: ]
Note:  
Rerun the command with each <domain Controller> within the same Domain and AD site that Exchange server is being deployed.  Ensure that root forest domain controllers for the same AD Site are also tested.
4. Review the output of C:\dcdiag.log file, and verify that there are no connectivity issues with the local domain controller.
5. Repeat steps 3 and 4 for each domain controller in the local Active Directory site.
Note: 
[bookmark: _Toc272749034]If the account being used does not have administrative privileges, several tests under the Doing primary tests heading may not pass. These tests can be ignored if the connectivity tests pass. In addition, the log file may report that some service validation tests did not pass. These messages can be ignored if the services do not exist on the domain controller.
4.10.4 [bookmark: _Toc327362524]Exchange Pre-Deployment Analyzer Verification
You can use the Exchange Pre-Deployment Analyzer (ExPDA) to perform an overall topology readiness scan of your environment. When you run ExPDA, it provides a detailed report that will alert you if there are any issues within your organization, which could prevent you from deploying Exchange 2010. For example, ExPDA will notify you if you haven't deployed the minimum required Exchange service pack on all your existing Exchange servers. You can download ExPDA from the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=184599.
1. Connect via Remote Desktop to a server in the environment that has ExPDA installed, and then log on with an account that has been delegated local administrative access. Depending on the configuration, do the following:
2. Click Start > All Programs > Exchange Readiness Tools and then select Pre-Deployment Analyzer Tool.
3. Select Check for updates on startup (recommended), choose a Customer Experience Improvement Program option, select Check for updates now and apply any updates for ExPDA.
4. On the Welcome page, choose Select options for a new scan.
5. Provide the appropriate information to connect to Active Directory and click Connect to the Active Directory server.
6. On the Start a new Best Practices Scan page, click Start Scanning.
7. Review the report and take action on any errors or warnings that are reported by following the resolution articles that are provided within ExPDA.
[bookmark: _Toc296500747][bookmark: _Toc298838239][image: ]
4.11 [bookmark: _Toc327362525]Client Access and Hub Transport Role Installation Steps
The following media is required for this section.
· Microsoft Exchange Server 2010 SP2 installation files
· Update Rollup 2 for Exchange Server 2010 Service Pack 2

The following procedures are in this section:
· Installation Order
· Exchange 2010 Unattended Install Steps
· Exchange 2010 Manual Installation Steps
· Product Key Configuration
· Exchange 2010 Update Rollup Installation
· System Performance Verification
Perform the following steps on each server to complete setup of all Exchange servers.  Be sure to install all servers before continuing to Section 4.13.
This section includes both unattended and manual methods of performing Exchange role installations. Choose one and proceed to implement those steps.
4.11.1 [bookmark: _Ref325047745][bookmark: _Toc327362526]Installation Order
	Server Roles
	Datacentre

	CAS and Hub Server 1
	EMEA Datacentre A

	CAS and Hub Server 2
	EMEA Datacentre A

	CAS and Hub Server 1
	EMEA Datacentre B

	CAS and Hub Server 2
	EMEA Datacentre B


4.11.2 [bookmark: _Toc272749036][bookmark: _Toc327362527]Exchange 2010 Unattended Install Steps
[bookmark: _Toc232929722][bookmark: _Toc61195213][bookmark: _Toc61195298][bookmark: _Toc61195413][bookmark: _Toc61195561][bookmark: _Toc61195639][bookmark: _Toc61427931][bookmark: _Toc61428034][bookmark: _Toc61428124][bookmark: _Toc61428287][bookmark: _Toc61428377][bookmark: _Toc61428465][bookmark: _Toc61427933][bookmark: _Toc61428036][bookmark: _Toc61428126][bookmark: _Toc61428289][bookmark: _Toc61428379][bookmark: _Toc61428467][bookmark: _Toc61427934][bookmark: _Toc61428037][bookmark: _Toc61428127][bookmark: _Toc61428290][bookmark: _Toc61428380][bookmark: _Toc61428468][bookmark: _Toc61427935][bookmark: _Toc61428038][bookmark: _Toc61428128][bookmark: _Toc61428291][bookmark: _Toc61428381][bookmark: _Toc61428469][bookmark: _Toc61427936][bookmark: _Toc61428039][bookmark: _Toc61428129][bookmark: _Toc61428292][bookmark: _Toc61428382][bookmark: _Toc61428470][bookmark: _Toc61427937][bookmark: _Toc61428040][bookmark: _Toc61428130][bookmark: _Toc61428293][bookmark: _Toc61428383][bookmark: _Toc61428471][bookmark: _Toc61427938][bookmark: _Toc61428041][bookmark: _Toc61428131][bookmark: _Toc61428294][bookmark: _Toc61428384][bookmark: _Toc61428472][bookmark: _Toc61427939][bookmark: _Toc61428042][bookmark: _Toc61428132][bookmark: _Toc61428295][bookmark: _Toc61428385][bookmark: _Toc61428473][bookmark: _Toc61427940][bookmark: _Toc61428043][bookmark: _Toc61428133][bookmark: _Toc61428296][bookmark: _Toc61428386][bookmark: _Toc61428474][bookmark: _Toc61427941][bookmark: _Toc61428044][bookmark: _Toc61428134][bookmark: _Toc61428297][bookmark: _Toc61428387][bookmark: _Toc61428475][bookmark: _Toc61195216][bookmark: _Toc61195301][bookmark: _Toc61195416][bookmark: _Toc61195564][bookmark: _Toc61195642][bookmark: _Toc61427943][bookmark: _Toc61428046][bookmark: _Toc61428136][bookmark: _Toc61428299][bookmark: _Toc61428389][bookmark: _Toc61428477][bookmark: _Toc61195217][bookmark: _Toc61195302][bookmark: _Toc61195417][bookmark: _Toc61195565][bookmark: _Toc61195643][bookmark: _Toc61427944][bookmark: _Toc61428047][bookmark: _Toc61428137][bookmark: _Toc61428300][bookmark: _Toc61428390][bookmark: _Toc61428478][bookmark: _Toc61195218][bookmark: _Toc61195303][bookmark: _Toc61195418][bookmark: _Toc61195566][bookmark: _Toc61195644][bookmark: _Toc61427945][bookmark: _Toc61428048][bookmark: _Toc61428138][bookmark: _Toc61428301][bookmark: _Toc61428391][bookmark: _Toc61428479][bookmark: _Toc61195220][bookmark: _Toc61195305][bookmark: _Toc61195420][bookmark: _Toc61195568][bookmark: _Toc61195646][bookmark: _Toc61427947][bookmark: _Toc61428050][bookmark: _Toc61428140][bookmark: _Toc61428303][bookmark: _Toc61428393][bookmark: _Toc61428481]You can now select the /InstallWindowsComponents parameter during an unattended install of Exchange 2010 SP1. If you select the option to install Windows roles and features, progress is shown and the appropriate roles and features are installed. If a reboot is required, you will have to reboot the server and launch Setup.com again with the /InstallWindowsComponents parameter. If the Windows roles and features were correctly installed Setup.com will continue installing Exchange.
Follow the procedure detailed in the Install Exchange 2010 in Unattended Mode topic in the Exchange Server 2010 Library.  
Use the below commands to install all proper server role required
From an elevated command prompt (not PowerShell)
For CAS and Hub Role:

<Exchange 2010 SP2 installation media>\setup.com /m:install /role:C,H /InstallWindowsComponents /ExternalCASServerDomain:Mail.aemedia.com /LegacyRoutingServer:<Exchange 2003 bridgehead server>
Note: 
Please note the legacy routing server can only be specified for the first Hub Transport server installation in an organization with legacy Exchange Servers.
4.11.3 [bookmark: _Toc327362528]Exchange 2010 Manual Installation Steps
If preferred you can manually install Exchange on each server by following the below steps.
On the Start page, make sure that you've completed Steps 1 through 3. If you haven't already installed the components discussed in those steps, Setup will link you to the appropriate sites where you can download the components. For more information about Windows PowerShell installation, see Install Windows Management Framework.
Important:
Installing Exchange 2010 on Windows Server 2008 R2, don't use the downloadable .NET Framework package. Instead, use Server Manager in Windows Server 2008 R2 or run ServerManagerCmd -i NET-Framework
[image: ]
1. On the welcome screen select “Next” to continue
2. Accept license agreement and click Next
3. Select No on the Error Reporting page
4. Select Custom Exchange Server Installation and click Next. Be sure to select the “Automatically install Windows Server roles and features required for Exchange Server”.  

[image: ]
5. From Server Role selection, select “Client Access Role” and “Hub Transport Role” and click Next. Be sure to select the “Automatically install Windows Server roles and features required for Exchange Server” 

[image: ]
6. Configure Client Access Server external domain enter mail.aemedia.com. 

[image: ]
7. On the “Mail Flow Settings” ” page, choose the Exchange 2003 bridgehead server that's located in the routing group to which you'll create the initial routing group connector. A routing group connector is required for mail flow between Exchange 2010 and Exchange 2003 when these Exchange server versions coexist in the same organization.
Note: 
Please note the legacy routing server can only be specified for the first Hub Transport server installation in an organization with legacy Exchange Servers.
[image: ]
8. On the “Customer Experience Improvement Program” page choose the appropriate option for the organization.
[image: ]
9. On the Readiness Checks page, view the status to determine if the organization and server role prerequisite checks completed successfully. If they haven't completed successfully, you must resolve any reported errors before you can install Exchange 2010. You don't need to exit Setup when resolving some of the prerequisite errors. After resolving a reported error, click Retry to re-run the prerequisite check. Be sure to also review any warnings that are reported. If all readiness checks have completed successfully, click Install to install Exchange 2010.
Note: 
If you select the option to install Windows roles and features, progress is shown and the appropriate roles and features are installed. If a reboot is required, you will have to reboot the server and launch Setup again. When Setup is launched again, Setup will resume where it left off. 
10. Verify that setup completes successfully without any errors before proceeding to next server
11. Repeat steps for all servers following the order outlined in Section 4.11.1.  
4.11.4 [bookmark: _Toc327362529]Product Key Configuration
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Follow the procedure documented in the Enter Product Key topic in the Exchange Server 2010 Library (http://go.microsoft.com/fwlink/?LinkId=187234).
Set-ExchangeServer -Identity uklab1cas01 -ProductKey aaaaa-aaaaa-aaaaa-aaaaa-aaaaa
4.11.5 [bookmark: _Toc327362530][bookmark: _Toc272749041]Exchange 2010 Update Rollup Installation
At the time of this writing Exchange 2010 Service Pack 2 is on UR2.  New Exchange 2010 rollups get released roughly every 3 to 4 months.  It is recommended that Aegis Media confirm there isn’t any new Update Rollup’s (UR) available at time of deployment into production.  Follow the below steps to apply the most current Update Rollup.
1. Connect to the server through Remote Desktop, and then log on with an account that has local administrative access.
2. Obtain the latest company approved rollup, and then copy it to the server in the software directory. 
3. Go to software directory
4. Double-click the MSP file, and then follow the GUI instructions. 
Note: 
The Rollup Update can take upwards of 20 minutes to complete per server. 
5. Restart the server once the Rollup has completed which is indicated by the Finish button’s appearance.
4.11.6 [bookmark: _Toc327362531]Check Processor Scheduling Configuration
By default, Exchange 2010 optimizes the server’s processor scheduling management for background services. 
1. Connect to the server through Remote Desktop, and then log on with an account that has local administrative access.
2. Click Start, right-click Computer, and then select Properties.
3. Select the Advanced System Settings.
4. Under Performance, click Settings.
5. Click the Advanced tab.
6. Verify that Processor Scheduling is set to Background Services.
7. Click OK.
[bookmark: _Ref287433250]

4.12 [bookmark: _Toc327362532]Configure Certificate Services 
· PKI and Certificates
· Certificate Namespace
· Certificate Configuration
· Create Kerberos Service Account and Assign SPNs
4.12.1 [bookmark: _Toc327362533][bookmark: _Toc272749043]PKI and Certificates 
At Aegis Media a commercial certificate is needed as Client Access server will service client requests from the Internet. Additional steps will be required for any reverse proxy or Riverbed device that performs SSL offloading.
For more information about using the certificate tasks, see the Understanding TLS Certificates topic in the Exchange Server 2010 Library.
Note:  
[bookmark: _Toc298838252]If generating a certificate that will use Subject Alternative Names be sure that the certificate’s principal name will be the one that the clients will use to connect (for example, mail.aemedia.com). Do not list the Autodiscover, Legacy or IMAP namespace as the principal name in the certificate.
4.12.2 [bookmark: _Toc327362534]Certificate Namespace
	Property
	Value
	Note

	Friendly Name
	mail.aemedia.com
	Principle name

	Domain Name
	mail.aemedia.com
autodiscover.aemedia.com
autodiscover.<SMTP Address>
legacy.aemedia.com
<CAS servers FQDN>

	The order of the names on the certificate is important – a Subject Alternate Name (SAN) certificate is a requirement here

Aegis Media will be configuring numerous Autodiscover URLs for their departments/business who will be using different primary SMTP address. Aegis will provide the details. This is unlikely to be confirmed at this stage exactly which domains as we need to collate this information

	Deployment
	Internal: Certificate store on all CAS servers
External: Certificate store on all TMG Servers used for publishing Exchange services 
	For internal client access into CAS 
For external client access to Exchange services

	Issuing CA
	Internal CA
External: Public CA
	



4.12.3 [bookmark: _Toc327362535]Certificate Configuration
An certificate will be used for all deployment on all Exchange servers.  
[bookmark: _Toc327362536]Create Certificate
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Generate the certificate request by using the following Exchange Management Shell command. The DomainName parameter includes the principal URL and the Autodiscover FQDN; be sure to define other FQDNs that clients may utilize. The FriendlyName parameter matches the principal URL that is used by Microsoft Office Outlook Web App and Outlook Anywhere.

Aegis Media Public CA request:
This is an example
$Data = New-ExchangeCertificate -GenerateRequest -SubjectName [Full Subject Path] -DomainName  mail.aemedia.com,autodiscover.aemedia.com,CAS01.aemedia.com
 -FriendlyName mail.aemedia.com -PrivateKeyExportable $true -Keysize 2048

Set-Content -Path "D:\Aemedia-CertReq-2010.req" -Value $Data

An example of [Full Subject Path] is "c=UK, o=servers, cn=CAS01.global.loc".
Note:  
The Windows RPC/HTTP client-side component in Windows Vista requires that the Subject Name (Common Name) on the certificate match the “Certificate Principal Name” configured for the Outlook Anywhere connection in the Outlook profile. This behaviour was changed in Windows Vista Service Pack 1 (SP1). Therefore, as a best practice, make sure that mail.aemedia.com is listed as the Subject Name in your certificate unless you plan to change the configuration. You can use the Set-OutlookProvider cmdlet to change the configuration. For more information about how to change the configuration, see the Exchange Team Blog article, When, if and how do you modify Outlook Providers?
[bookmark: _Toc298838254][bookmark: _Toc327362537]Submit the Request to the Internal CA
Submit the request file to the Certificate Authority (CA) and have the CA generate the certificate.
1. Go to the http://certservername/certsrv
2. Open the Internal CA web site under Microsoft Active Directory Certificate Services Welcome Screen
3. Select Request a certificate
[image: ]
4. Under Request a Certificate select advanced certificate request
[image: ]
5. Under Advanced Certificate Request select “Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file
[image: ]
6. Open the cert.req file that Aegis Media saved in the D:\Aegis Media-CertReq-2010.req
7. Select from “-----BEGIN NEW CERTIFICATE REQUEST-----“  to “-----END NEW CERTIFICATE REQUEST-----“ and copy.
[image: ]
8. Under Submit a Certificate Request or Renewal Request > Saved Request: > Base-64-encoded certificate request (CMC or PKCS #10 or PKCS #7): paste the cert request as seen below.
9. Ensure you select the Web Template that has been configured for private key exportable and select submit.
[image: ]
10. Download the certificate from the Certificate page by selecting Base 64 encoded and Download Certificate
[image: ]
11. Now Save the certificate as D:\AemediaExchange.cer
[bookmark: _Toc327362538]Import Certificate to the First CAS Server
1. After receiving the certificate back from the CA, import and enable the certificate by running the following Exchange Management Shell command where [services] can be POP, IMAP, IIS, or a combination:
Import-ExchangeCertificate -FileData ([Byte[]]$(Get-Content –Path D:\AemediaExchange.cer -Encoding byte -ReadCount 0))


2. Then enable the certificate for use on the first server:

Enable-ExchangeCertificate -Thumbprint <cert thumbprint> -services IIS
[bookmark: _Toc327362539]Export Certificate to apply to Other Servers
1. On the existing CAS server from and elevated Exchange management shell run
$file = Export-ExchangeCertificate -Thumbprint <cert thumbprint> -BinaryEncoded:$true -Password (Get-Credential).password

Set-Content -Path "<path>\Export.pfx" -Value $file.FileData -Encoding Byte
[image: ]
2. Copy the Export.pfx file to the other Exchange CAS servers that are going to use the certificate
[bookmark: _Toc327362540]Import Certificate to All Other Servers
Import-ExchangeCertificate -FileData ([Byte[]]$(Get-Content -Path <path>\export.pfx –privatekeyexportable:$true -Encoding byte -ReadCount 0)) -Password:(Get-Credential).password 

Enable-ExchangeCertificate -Thumbprint <cert thumbprint> -services IIS

1. Alternatively, Import Exchange Certificate to a multitude of servers at the same time by choosing Import Certificate from the Action Pane.
[image: ]
2. Choose the .pfx file to import, and type the password of the pfx and click next.
[image: ]
3. Pick all the CAS servers to install it to and click ok.
4. Now click Import and Finish.
5. Now assign the certificate to multiple servers, Select "Assign Services to Certificate.
6. Leave IMAP and POP selected, > check IIS > click next.
[image: ]
7. Click Next > Assign > Finish
4.13 [bookmark: _Toc327362541][bookmark: _Ref315186535]Create Kerberos Service Account and Assign SPNs
In order to prevent a known problem with NTLM authentication exhaustion, the issue is a specific number of threads that can handle NTLM authentication, controlled by MaxConcurrentAPI vale.  With a sufficiently high volume a bottleneck effect will result in some transactions having a significant delay or even being dropped.  Making matters worse is software like RIM’s Blackberry Enterprise Server which increases logon requests.  For full details about the issue see the Configuring Kerberos Authentication for Load-Balanced Client Access Servers and Using Kerberos with a Client Access Server Array or a Load-Balancing Solution topic in the Exchange Server 2010 Library.  
1. Logon to Active Directory Users and Computers and create a service account.  
Example Account:  svcacc_CASKerbe$
Note:  
There are no particular requirements for the name of the ASA credential. Aegis Media can use any name that conforms to their naming scheme.  A computer account must be 15 characters or less.
2. On a computer with Support Tools and proper AD rights run the following commands to create the SPNs for the newly created service account.
Setspn -S exchangeMDB/outlook-siteA.aemedia.com Svc_CASKerberos
Setspn -S exchangeAB/outlooksiteA.aemedia.com Svc_CASKerberos
Setspn -S exchangeRFR/outlooksiteA.aemedia.com Svc_CASKerberos
Setspn -S exchangeMDB/outlook-siteB.aemedia.com Svc_CASKerberos
Setspn -S exchangeAB/outlooksiteB.aemedia.com Svc_CASKerberos
Setspn -S exchangeRFR/outlooksiteB.aemedia.com Svc_CASKerberos
Setspn -S http/mail.aemedia.com Svc_CASKerberos
Setspn -S http/autodiscover.aemedia.com Svc_CASKerberos
3. Run the following command to finish setting the alternate account for all CAS Array systems to the following Kerberos service account.  For additional details about this step see the TechNet article entitled Using the RollAlternateServieAccountPassword.ps1 Script in the Shell:   
RollAlternateserviceAccountPassword.ps1 -ToEntireForest -GenerateNewPasswordFor “AD\svcacc_CASKerbe$" –Verbose
Note: 
Aegis Media can create a computer account or a user based service account for the alternate service account. Because a computer account doesn’t allow interactive logon, it may have simpler security policies than a user account and therefore be preferable as an ASA credential. If you create a computer account, the password doesn't actually expire, but Microsoft still recommends updating the password periodically. Local group policy can specify a maximum account age for computer accounts and there might be scripts scheduled to periodically delete computer accounts that do not meet current policies. Periodically updating the password for computer accounts will ensure that your computer accounts aren't deleted for not meeting local policy. Your local security policy will determine when the password needs to be changed.  When creating this account use the Aegis Media corporate standards.
4.14 [bookmark: _Toc327362542]Client Access Server Role Configuration
4.14.1 [bookmark: _Ref317499944][bookmark: _Toc327362543]Exchange 2010 Namespaces Design
	Client Type
	Internal URL
	External URL

	Outlook Web App
	https://mail.aemedia.com/owa 
	https://mail.aemedia.com/owa 

	Exchange Control Panel
	https://mail.aemedia.com/ecp 
	https://mail.aemedia.com/ecp 

	Exchange Web Services
	https://mail.aemedia.com/ews/exchange.asmx 
	https://mail.aemedia.com/ews/exchange.asmx

	RPC Client Access Service
	EMEA Site A
https://outlook-siteA.aemedia.com 
EMEA Site B
https://outlook-siteB.aemedia.com

	N/A – The RPC Client Access Array is configured globally, not internal/external.

All CAS servers in the AD site will be a member of this array.  All mailbox databases in the AD site will have the RPCClientAccessServer attribute configured to the FQDN of the CAS array.

	Outlook Anywhere
	https://mail.aemedia.com 
	https://mail.aemedia.com

	ActiveSync
	https://mail.aemedia.com/Microsoft-Server-ActiveSync  
	https://mail.aemedia.com/Microsoft-Server-ActiveSync  

	Offline Address Book
	https://mail.aemedia.com/oab 
	https://mail.aemedia.com/oab 

	AutoDiscover
	https://autodiscover.aemedia.com/Autodiscover/Autodiscover.xml 

Aegis Media will be configuring numerous Autodiscover URLs for their departments/business who will be using different primary SMTP address. Aegis will provide the details. This is unlikely to be confirmed at this stage exactly which domains as we need to collate this information

Site scopes will be configured to ensure that clients will request AutoDiscover information from a Client Access Server closes to their Active Directory site.

	Exchange 2003
	https://legacy.aemedia.com 

Note – the existing Exchange Server 2003 infrastructure must be reconfigured to support this new namespace for coexistence between Exchange Server 2010 and Exchange Server 2003 to operate correctly.


4.14.2 [bookmark: _Toc327362544]DNS
Create Following DNS entries:
	Port
	Location 
	DNS FQDN
	IP address
	Members
	Notes

	TCP 443 

	Internal and External
	mail.aemedia.com 

	Riverbed GTM (Global Traffic Manager)
	
	

	TCP 443 
	Internal and External
	autodiscover.aemedia.com
	GTM
	
	Additional DNS entries would be needed for the additional SMTP used by Aegis Media. 

	TCP 135 and 
60000

	Internal
	Outlook-SiteA.aemedia.com

Outlook-SiteB.aemedia.com
	Site A VIP

Site B VIP
	Site A CAS Servers
Site B CAS Servers
	An CAS array per AD site


4.14.3 [bookmark: _Toc327362545]RPC Client Access Array 
If this is the first Client Access server being installed in the Active Directory site, and the Client Access server infrastructure will participate in a load-balanced array, then you also need to create the RPC Client Access array object. The fully-qualified domain name (FQDN) you specify for the RPC Client Access array should map to the FQDN or virtual IP address that is used for the load-balanced array that was previously created.
Launch the Exchange Management Shell with an account that has been delegated the Server Management role and then run the following command:
First you create the new CAS array using the following commands:
New-ClientAccessArray -Fqdn <FQDN of CAS load balanced array> -Site <Active Directory Site>
[image: ]
Note: 
The client access array names should NOT be resolvable on the Internet.
4.14.4 [bookmark: _Toc327362546]RPC Client Access and Address Book Service Configuration
If the Client Access server is configured to participate in a load-balanced array, follow these steps to configure the RPC Client Access and Address Book services to use a specific TCP port for client connections. The procedure uses TCP 60000 and TCP 60001, but you can utilize any TCP high ports that are available within the environment between ports 59531 and 60554 (adjust load-balanced array rules accordingly).
Important: 
Incorrectly editing the registry can cause serious problems that may require Aegis Media to reinstall the operating system. Problems resulting from editing the registry incorrectly may not be able to be resolved. Before editing the registry, back up any valuable data.
1. Start Registry Editor.
0. Navigate to HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeRPC
0. Right-click MSExchangeRPC, point to New, and then click Key.
0. Type ParametersSystem to name the new key.
0. Right-click Parameters, point to New, and then click REG_DWORD (x32).
0. Type TCP/IP Port to name the new value.
0. Double-click TCP/IP Port.
0. In the Value data box change to decimal, type 60000, and then click OK.
[image: ]
0. Next navigate to HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangeAB
0. Right-click MSExchangeAB, point to New, and then click Key.
0. Type Parameters to name the new key.
0. Right-click Parameters, point to New, and then click String Value.
0. Type RpcTcpPort to name the new value.
0. Double-click RpcTcpPort.
0. In the Value data box, type 60001, and then click OK.
[image: ]
1. Close Registry Editor and then restart the Microsoft Exchange Address Book service.
Note:  
Refer to the following articles for further details about RPC static ports. http://technet.microsoft.com/en-us/library/ff625248.aspx  and http://social.technet.microsoft.com/wiki/contents/articles/configuring-static-rpc-ports-on-an-exchange-2010-client-access-server.aspx
4.14.5 [bookmark: _Toc327362547]Exchange Autodiscover Configuration
Exchange 2010 includes a service named the Autodiscover service. The Autodiscover service makes it easier to configure Outlook 2007 or Outlook 2010 and some mobile phones. For more information, see the Understanding the Autodiscover Service topic in the Exchange Server 2010 Library.
Be sure to follow the namespaces outlined in section 4.14.1
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Configure the internal Autodiscover URL by running the following command within the Exchange Management Shell. 
Be sure to follow the namespaces outlined in section 4.14.1
In the following example, UKLAB1CAS01 is the name of the Client Access server and internal.domain.fqdn is the internal namespace used for Autodiscover:
Set-ClientAccessServer -Identity UKLAB1CAS01 -AutoDiscoverServiceInternalUri https://autodiscover.aemedia.com/Autodiscover/Autodiscover.xml
[image: ]
4.14.6 [bookmark: _Toc327362548]Outlook Anywhere Configuration
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Use the Shell to configure the Outlook Anywhere external host name for the Autodiscover service
Be sure to follow the namespaces outlined in section 4.14.1
This example sets the external host name for Outlook Anywhere on the Client Access server UKLAB1CAS01.
Enable-OutlookAnywhere -Server UKLAB1CAS01 -ExternalHostname "mail.aemedia.com" -DefaultAuthenticationMethod "Basic" -SSLOffloading:$False
[image: ]
4.14.7 [bookmark: _Toc327362549]Offline address book Configuration 
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Use the Shell to configure the offline address book external and internal URL for the Autodiscover service
Be sure to follow the namespaces outlined in section 4.14.1
This example sets the external URL for the offline address book virtual directory on the Client Access server UKLAB1CAS01.
Set-OABVirtualDirectory -identity "UKLAB1CAS01\OAB (Default Web Site)" -externalurl https://mail.aemedia.com/OAB -Internalurl https://mail.aemedia.com/OAB -RequireSSL:$true
[image: ]
4.14.8 [bookmark: _Toc327362550]Exchange Web Services Configurations
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Use the Shell to configure the Exchange Web Services external and internal URL for the Autodiscover service
Be sure to follow the namespaces outlined in section 4.14.1
This example sets the external URL for the Exchange Web services virtual directory on the Client Access server UKLAB1CAS01.
Set-WebServicesVirtualDirectory -identity "UKLAB1CAS01\EWS (Default Web Site)" -externalurl https://mail.aemedia.com/EWS/Exchange.asmx -Internalurl https://mail.aemedia.com/EWS/Exchange.asmx -BasicAuthentication:$True
[image: ]
4.14.9 [bookmark: _Toc327362551]Exchange ActiveSync Configuration 
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Use the Shell to configure the Autodiscover service in Exchange ActiveSync
Be sure to follow the namespaces outlined in section 4.14.1
This example configures the Autodiscover service and sets the ExternalURL and InternalURL property. 
Set-ActiveSyncVirtualDirectory -Identity "UKLAB1CAS01\Microsoft-Server-ActiveSync (Default Web Site)" -ExternalURL https://mail.aemedia.com/Microsoft-Server-ActiveSync -Internalurl https://mail.aemedia.com/Microsoft-Server-ActiveSync
[image: ]
4.14.10 [bookmark: _Toc327362552]Outlook Web Access Configuration
Aegis Media has decided to implement single URL with multiple sites using TMG pre-authentication and groups.  To configure these settings follow the below step.
Be sure to follow the namespaces outlined in section 4.14.1
1. Launch the Exchange Management Shell with an account that has been delegated the Organization Management role.
2. Configure the OWA external and internal URL by running the following commands within the Exchange Management Shell. 

Be sure to follow the namespaces outlined in section 4.14.1:
Set-OwaVirtualDirectory -Identity "UKLAB1CAS01\OWA (Default Web Site)" -ExternalURL https://mail.aemedia.com/OWA -InternalURL https://mail.aemedia.com/OWA -FormsAuthentication $True -BasicAuthentication $True
[image: ]
[bookmark: _Toc327362553]Exchange Control Panel Configuration
1. Launch the Exchange Management Shell with an account that has been delegated the Organization Management role.
2. Configure the ECP external URL by running the following commands within the Exchange Management Shell. 

Be sure to follow the namespaces outlined in section 4.14.1:
Set-EcpVirtualDirectory –Identity “UKLAB1CAS01\ecp (Default Web Site)” ExternalURL https://mail.aemedia.com/ecp –InternalUrl https://mail.aemedia.com/ecp -FormsAuthentication $True -BasicAuthentication $True
[image: ]
[bookmark: _Toc327362554][bookmark: _Toc272749063]POP3 Configurations
Client Access server will allow POP3 connections internally in Aegis Media.
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. To configure the POP3 bindings, run the following command. In the following example, CAS01 is the Client Access server and 0.0.0.0 implies any IP address.
Set-PopSettings -server UKLAB1CAS01 -UnencryptedOrTLSBindings "0.0.0.0:110" -SSLBindings "0.0.0.0:995"
3. To disable plain text authentication and enable custom calendar item retrieval option for POP3, run the following command. In the following example, mail.contoso.com is the certificate name and external URL.
Set-PopSettings -server UKLAB1CAS01 -X509CertificateName "mail.aemedia.com" -LoginType SecureLogin -CalendarItemRetrievalOption Custom -OwaServerUrl https://mail.aemedia.com/owa
4. To enable the Exchange POP3 service for automatic startup, run the following command:
Set-Service MSExchangePOP3 -ComputerName UKLAB1CAS01 -StartupType automatic
[image: ]
4.15 [bookmark: _Toc327362555]Hub Transport Server Role Configuration
The Hub Transport server role is a required role in a Microsoft Exchange Server 2010 organization that provides routing within a single organizational network by using the Active Directory service site. Deployed inside the Active Directory forest, computers that have the Hub Transport server role installed handle all mail flow inside the organization, apply transport rules, apply journal rules, and deliver messages to recipients' mailboxes. Messages that are sent to the Internet are relayed by the Hub Transport server to the Edge Transport server role that is deployed in the perimeter network. Messages that are received from the Internet are processed by the Edge Transport server before they are relayed to the Hub Transport server. The Hub Transport server role stores all its configuration information in Active Directory. This information includes transport rules settings, journal rule settings, and connector configurations.
4.15.1 [bookmark: _Toc327362556]Configure Organization Transport Settings
Transport settings define how all Hub Transport servers running Microsoft Exchange Server 2010 function in your organization. The options configured are used by all Hub Transport servers.  The below settings have been defined for the Aegis Media Environment. 
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Modify various settings on the default Receive connector by running the following command:
Set-TransportConfig –MaxReceiveSize 100MB
Set-TransportConfig –MaxSendSize 100MB
Set-TransportConfig –MaxDumpsterSizePerDatabase 150MB
Set-TransportConfig –MaxDumpsterTime 7
Set-TransportConfig –ExternalPostmasterAddress postmaster@aemedia.com
Set-TransportConfig –ExternalDsnREportingAuthority smtp.aemedia.com
Set-TransportConfig -ShadowRedundancyEnabled $true

[image: ]
Note: 
For additional details about Configuring Transport Settings Properties article in TechNet, for additional details about sizing see the TechNet article entitled Understanding Mailbox Database and Log Capacity Factors.
4.15.2 [bookmark: _Toc327362557]Configure Transport Server Configuration
Use the Set-TransportServer cmdlet to set the transport configuration options for computers running Microsoft Exchange Server 2010 that have the Hub Transport server role or Edge Transport server role installed.  All Exchange 2010 Hub Transports servers at Aegis Media should be configured identically in both data centers for all of these settings.
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Modify various settings on the default Receive connector by running the following command (See table below for settings):

Set-TransportServer –Identity UKLAB1CAS01 -ActiveUserStatisticsLogMaxDirectorySize 1GB –MessageTrackingLogMaxDirectorySize 5GB –MessageTrackingLogSubjectLoggingEnabled $True –MaxPerDomainOutboundConnections 20 –ReceiveProtocolLogMaxDirectorySize 5GB –SendProtocolLogMaxDirectorySize 5GB –ServerStatisticsLogMaxDirectorySize 1GB

[image: ]
You can use the following table for information you need for the command. 
Parameter values for Hub Transport server configuration
	Parameter 
	Default value 
	AEGIS MEDIA Value 

	ActiveUserStatisticsLogMaxDirectorySize
	250 MB
	1 GB

	ActiveUserStatisticsLogMaxAge
	30 Days
	<Default>

	ActiveUserStatisticsLogMaxFileSize
	10 MB
	<Default>

	ConnectivityLogMaxDirectorySize
	250 MB
	1 GB

	ConnectivityLogMaxAge
	30 Days
	<Default>

	ConnectivityLogMaxFileSize
	10 MB
	<Default>

	MessageTrackingLogMaxDirectorySize
	1 GB
	5 GB

	MessageTrackingLogMaxAge
	30 Days
	<Default>

	MessageTrackingLogMaxFileSize
	10 MB
	<Default>

	ReceiveProtocolLogMaxDirectorySize
	250 MB
	5 GB

	ReceiveProtocolLogMaxAge
	30 Days
	<Default>

	ReceiveProtocolLogMaxFileSize
	10 MB
	<Default>

	RoutingTableLogMaxDirectorySize
	50 MB
	<Default>

	RoutingTableLogMaxAge
	7 Days
	<Default>

	SendProtocolLogMaxDirectorySize
	250 MB
	5 GB

	SendProtocolLogMaxAge
	30 Days
	<Default>

	SendProtocolLogMaxFileSize
	10 MB
	<Default>

	ServerStatisticsLogMaxDirectorySize
	250 MB
	1 GB

	ServerStatisticsLogMaxAge
	14 Days
	<Default>

	ServerStatisticsLogMaxFileSize
	10 MB
	<Default>


4.15.3 [bookmark: _Toc327362558]Configure Receive Connectors
There are several receive connectors that need to be configured for the Aegis Media environment.  The below table describes the required connectors for the Aegis Media environment.
	Connector Name
	Description/Configuration

	Default
	Default receive connector to accept SMTP connections from other Exchange Hub Transport or Edge servers in the organization
See section 4.15.3.1 below.

	Client
	Default receive connector to accept connections from non-MAPI clients such as POP and IMAP clients.  Since POP / IMAP will be supported at Aegis Media, the default client receive connector should be enabled.

	Ex2003 to Ex2010
	To enable mail flow between the Exchange 2010 deployment and your existing Exchange 2003 organization, you need to create a routing group connector. This routing group connector is created during the setup of your first Exchange 2010 Hub Transport server.



Note:  
After installation Exchange 2003 connectors should be configured to work.  Validate their settings and confirm proper routing.  This step should be performed immediately after install to confirm nothing was modified or broken during the install of Exchange 2010 into the environment.
[bookmark: _Ref321321458][bookmark: _Toc327362559]Configuring Default & Client Receive Connectors
By default, the default Receive connector will accept various authentication mechanisms and allow users as well as Exchange servers to connect. The following steps modify this behavior by restricting the type of authentication that can occur and ensuring only Exchange servers can connect and transmit messages to this Receive connector. Also, in addition to the default Receive connector, each Hub Transport server has a client Receive connector that listens on TCP 587.
Modify the default Receive connector’s permissions and authentication mechanisms using the following command.  This command should be run for all Exchange 2010 Hub Transport servers.
Set-ReceiveConnector "<ServerName>\Default <ServerName>" -PermissionGroups "ExchangeServers, ExchangeLegacyServers" -AuthMechanism ExchangeServer
Aegis Media has decided to enable POP protocols on the Exchange 2010 environment.  To complete this step run the below command for each Hub Transport server installed in the environment
Get-ReceiveConnector “<ServerName>\Default <ServerName>" | Set-ReceiveConnector –Enabled $True 
4.15.4 [bookmark: _Toc327362560]Configure Send Connectors
Aegis Media will configure Edge Subscriptions between Hub and Edge servers which will automatically create send connector. The following send connectors are created by default. 
· An implicit Send connector from the Hub Transport servers that are in the same forest to the Edge Transport server. 
· A Send connector from the Edge Transport server to the Hub Transport servers in the Active Directory site to which the Edge Transport server is subscribed.
· A Send connector from the Edge Transport server to the Internet 
Please refer to section 6.12 for EdgeSync configurations.
4.15.5 [bookmark: _Toc327362561]Change the Location of the Queue Database and Transport Logs
The following section outlines the steps to change the location of the queue database, queue database transaction logs and additional Transport Server specific logging.  Perform the following steps on all Hub Transport servers.
1. Connect to an Exchange 2010 server via Remote Desktop, and then log on with an account that has local administrative access and that has been delegated the Server Management role (or higher).
1. Verify that the “Microsoft Exchange Transport” service is stopped. If it is not stopped, stop the service. 

Net stop MSExchangeTransport
1. Create the folder D:\Exchange\QueueLogs.  
1. Create the subfolder D:\Exchange\QueueLogs\Temp
1. Copy the files Trn.log, Trntmp.log, Trnnnnnn.log, Trnres00001.jrs, Trnres00002.jrs, Temp.edb, Mail.que and Trn.chk from the original location (C:\Program Files\Microsoft\Exchange Server\V14\TransportRoles\data\Queue) to the QueueLogs folder.
1. Navigate to <Exchange Install Path>\bin.
1. Open the EdgeTransport.exe.config file in Notepad and edit the following entry:
<add key="QueueDatabasePath" value="D:\Exchange\QueueLogs" />
<add key="QueueDatabaseLoggingPath" value="D:\Exchange\QueueLogs" />
<add key="TemporaryStoragePath" value="D:\Exchange\QueueLogs\Temp" />
Save the file
1. Create the E:\Exchange\Logs folder.
1. Move the folders that reside in <Exchange Install Path>\TransportRoles\Logs to the E:\Exchange\Logs folder.
1. Launch the Exchange Management Shell with an account that has been delegated the Organization Management role and then run the following command:
Set-TransportServer <ServerName> -ConnectivityLogPath "E:\Exchange\Logs\Connectivity" -MessageTrackingLogPath "E:\Exchange\Logs\MessageTracking" -ReceiveProtocolLogPath "E:\Exchange\Logs\ProtocolLog\SmtpReceive" -SendProtocolLogPath "E:\Exchange\Logs\ProtocolLog\SmtpSend" -ActiveUserStatisticsLogPath "E:\Exchange\Logs\ActiveUserStats" -ServerStatisticsLogPath "E:\Exchange\Logs\ServerStats" -RoutingTableLogPath "E:\Exchange\Logs\Routing"
[image: ]
8. Open a command prompt with elevated administrator permissions and start the Transport service by running the following command:

Net start MSExchangeTransport
9. Verify that the new Trn.log, Trntmp.log, Trnres00001.jrs, Trnres00002.jrs, and Temp.edb files are created at the new location (E:\Exchange\QueueLogs).
Remove the unused Trn.log, Trntmp.log, Trnnnnnn.log, Trnres00001.jrs, Trnres00002.jrs, and Temp.edb files from the original location.
Note: 
For additional details about moving the location of the queue database see the following TechNet article: http://technet.microsoft.com/en-us/library/bb125177.aspx 
[bookmark: _Toc327362562]Configuring Accepted Domains
An accepted domain is any SMTP namespace for which a Microsoft Exchange organization sends or receives e-mail. Accepted domains include those domains for which the Exchange organization is authoritative. An Exchange organization is authoritative when it handles mail delivery for recipients in the accepted domain.  
Aegis Media has multiple domains that need be configured for the Exchange 2010 system.  For more information about configuring accepted domains see Understanding Accepted Domains topic in the Exchange Server 2010 Library
Note: 
Because Aegis Media will be migrating from Exchange 2007 the Accepted Domains should all be configured correctly.  Use the table below to validate the configuration.  The command below shows how to configure any domains that aren’t already configured correctly.
1. Launch the Exchange Management Shell with an account that has been delegated the Organization Management role.
2. Configure the accepted domains by running the following commands:

New-AcceptedDomain –Name “aemedia.com” –DomainName “aemedia.com” –DomainType “Authoritative”

	SMTP Domain
	Type

		21twentyone.com

	aaamedia.com.tw

	aca-demy.co.uk

	acteurope.eu.com

	aegisignition.com

	aegis-kinder-jugendhilfe.de

	aegismedia.com.au

	aegisplc.co.uk

	aegisplc.com

	aemedia.asia

	aemedia.com

	aemedia.de

	aemedia.dk

	aemedia.fi

	aemedia.ie

	aemedia-resolutions.com

	aemedia-resolutions.de

	aemedia-resolutions-tr.com

	aemediatrade.com

	aevolve.asia

	aevolve.com.my

	alban.co.uk

	amdeepblue.com

	ammomarketing.com

	amnetgroup.com

	anepiccompany.com

	apollomarketing.com

	apollo-marketing.com.au

	bebrandx.com

	bemarvellous.com

	blue-am.com

	bluestreak.com

	bookmark.nl

	bornlondon.com

	brandscope.co.in

	brandscope.in

	brandxlab.com

	carat.co.th

	carat.co.uk

	carat.com

	carat.com.cn

	carat.com.tr

	carat.dk

	carat.fi

	carat.ie

	carat.it

	carat.no

	carat.se

	carat21.de

	carat-berlin.de

	caratcanada.com

	caratculture.com

	carat-ddorf.de

	caratdeepblue.dk

	carat-direct.de

	caratdisneyteam.com

	carat-expert.de

	caratfresh.com

	carat-hamburg.de

	caratinteractive.com

	carat-jobs.de

	carat-kinder-jugendhilfe.de

	caratmedia.com

	carat-muenchen.de

	carat-na.com

	carat-sponsorship.de

	caratsponsorship.dk

	carat-trade.com

	carat-wiesbaden.de

	checkit.nl

	chewing-com.com

	clownfish.co.uk

	clownfishmarketing.co.uk

	clownfishmarketing.com

	concord.co.uk

	connectfactory.com

	copernicusmarketing.com

	creasy.fr

	creo.biz

	creooslo.no

	cursor-media.com

	de-construct.com

	deconstruct.nl

	de-construct.nl

	deepblue-belgium.com

	deepbluedenmark.dk

	deepbluesa.com

	diffiniti.com

	diffiniti.ie

	digitalmadesimple.tv

	directhome.dk

	directly.dk

	directly.fi

	dist.se

	distcreative.com

	distcreative.dk

	domingopr.se

	doosra.in

	driven-llc.com

	dr-pichutta.de

	eccla.fr

	electric-avenue.com.sg

	elink-ad.com

	e-medianet.com

	extenseo.be

	fcm.co.za

	featherbrooksbank.co.uk

	freestyleinteractive.com

	freshactivation.com

	genesismedia.com

	genesisvizeum.com

	glueisobar.com

	gluelondon.com

	haystac.co.nz

	haystac.com.sg

	healthcaremedia.eu.com

	healthcaremediaeurope.com

	heartland-cn.com

	hme.eu.com

	hms-carat.de

	hms-groupvizeum.de

	hms-wiesbaden.de

	hyperspace.com.sg

	hyperspacedigital.com

	if.net.my

	igk.co.kr

	implicom.com

	ingeniointeractiva.es

	ingeniomedia.es

	insightresearch.dk

	iprospect.be

	iprospect.ca

	iprospect.co.kr

	iprospect.co.nz

	iprospect.co.uk

	iprospect.com

	iprospect.com.au

	iprospect.com.cn

	iprospect.com.hk

	iprospect.com.my

	iprospect.com.sg

	iprospect.com.tr

	iprospect.com.tw

	iprospect.dk

	iprospect.es

	iprospect.fi

	iprospect.in

	iprospect.no

	iprospect.pt

	iprospect.se

	iprospectmanchester.co.uk

	iprospectmanchester.com

	iprospect-wiesbaden.de

	isobar.com

	isobar.dk

	isobar.ie

	isobar.net

	isobar.nl

	isobar.no

	isobaraustralia.com

	isobaraustralia.com.au

	isobarcommunications.com

	isobarcommunications.dk

	jjpartners.se

	jjpexperience.com

	jnjmediacare.com

	jplusmediacare.com

	jumptank.com

	justinternational.com

	justmedia.co.uk

	kobalt.nl

	kobaltmedia.nl

	magictouch.im

	magictouch.net

	marvellous.fr

	marvellous.no

	marvellousmobile.dk

	marvellousmobile.fi

	marvellousmobile.fr

	marvellousmobile.no

	marvellousmobile.se

	mecsa.co.za

	mediabureauet.dk

	medialand.nl

	mediamnt.com

	mediapool.ee

	mediasal.es

	mediekompetens.dk

	mencompany.it

	mindblossom.com

	minigetawaystockholm.com

	molecular.com

	morgagni33.it

	msm-wiesbaden.de

	mvmediagroup.co.uk

	mv-online.co.uk

	mwoffice.de

	netthink.es

	netthinkisobar.es

	onedigital.com.au

	open-outdoor.com

	outdoorvision.com

	planete-interactive.com

	planint.com

	posterscope.co.uk

	posterscope.com

	posterscope.com.cn

	posterscope.de

	posterscope.fi

	posterscope.hu

	ppma.com.cn

	promotions-online.com

	promovator.dk

	promovator.se

	psiad.com

	psiad-cn.com

	publistory.fr

	qamedia.com

	rangeonlinemedia.com

	rapidsa.co.za

	ribersports.com

	rmsarcar.ch

	rmsarcar.com

	safecom.com.au

	smartdata.be

	sourceooh.com

	stb.com.ph

	suddenly.dk

	suddenly.fi

	suddenly.se

	suddenlyoslo.no

	synergybe.co.nz

	taconi.co.uk

	teamsri.com

	teamta.com.au

	teamvelocity.com

	thisispr.se

	tillwembley.se

	tkzo.net

	view.pt

	viewisobar.com

	viewisobar.pt

	vividsport.com

	vizeum.com

	vizeum.com.au

	vizeum.com.cn

	vizeum.dk

	vizeum.fi

	vizeum.ie

	vizeum.nl

	vizeum.no

	vizeum.se

	wearesuperglue.com

	whitesheep.fi

	wwwins.com

	wwwins.com.hk

	xenion.de

	xenionisobar.de

	yourfreshworld.com

	zoomnews.dk



	Authoritative


[bookmark: _Toc298838301][bookmark: _Toc327362563]Configure Remote Domains
Remote Domains are used by Exchange to validate mail flow to remote domains is handled appropriately.  Remote domains will be configured as follows.  This section only needs to be done once.
Use EMC (Organization Configuration > Hub Transport > Remote Domains) to validate and configure any of the below settings.
	Name
	Domain
	Option
	Setting

	Default
	*
	Specify out-of-office message types delivered to this remote domain
	Allow external out-of-office messages only

	
	
	Allow automatic replies
	Unchecked

	
	
	Allow automatic forward
	Unchecked

	
	
	Allow delivery reports
	Checked

	
	
	Allow non-delivery reports
	Checked

	
	
	Display sender’s name on messages
	Unchecked


[bookmark: _Toc327362564]Configuring E-Mail Address Policy
An accepted domain is any SMTP namespace for which a Microsoft Exchange organization sends or receives e-mail. Accepted domains include those domains for which the Exchange organization is authoritative. An Exchange organization is authoritative when it handles mail delivery for recipients in the accepted domain.  
For more information about configuring E-Mail Address Policies see Managing E-Mail Address Policies topic in the Exchange Server 2010 Library
Aegis Media has multiple Recipient policies in the Exchange 2003 environment which are applied to users based on the company or department using “Custom Attribute 14 equals value”. Aegis Media will have multiple Email Address polices in Exchange 2010 as well to meet business requirements.  
1. Launch the Exchange Management Shell with an account that has been delegated the Organiztion Management role.
2. Configure the accepted domains by running the following commands:

new-EmailAddressPolicy -Name 'aemedia.com' -IncludedRecipients 'AllRecipients' -ConditionalCustomAttribute14 'aemedia.com' -Priority 'Lowest' -EnabledEmailAddressTemplates 'SMTP:%g.%s@aemedia.com'

[image: ]
Please refer to this link for details of Email Address policies Managing E-Mail Address Policies



5 [bookmark: _Toc327362565]Mailbox Server Role Configuration
The following media is required for this section.
· Windows Server 2008 R2 SP1 Enterprise Edition Installation Files
· Exchange 2010 SP2 Installation Files
· Microsoft Office 2010 Filter Packs
· Exchange 2010 SP2 Rollup Update 2 or latest version 
5.1 [bookmark: _Toc327362566]Additional Software Verification
All of the steps listed below leverage remote desktop for configuration.  Be sure to enable remote desktop on all servers. 
As an optional process, install Microsoft Network Monitor 3.4.  This software will help with network troubleshooting.  (http://go.microsoft.com/fwlink/?LinkId=86611).
5.2 [bookmark: _Toc327362567]Prerequisites and Hotfixes
Contained is a list of prerequisites and hotfixes that are required to be installed on all Exchange 2010 SP2 servers.  Be sure to perform all below steps on servers that will host Exchange 2010 roles.
[bookmark: _Toc327362568]Hotfix Installs
Aegis Media has decided to deploy Exchange 2010 server on Windows 2008 R2 SP1 operating system.  Service Pack 1 includes all required hotfixes for Exchange server deployment, no additional hotfixes required for this version of Windows.
[bookmark: _Toc327362569]Exchange 2010 SP2 Prerequisites
On Exchange 2010 Hub Transport and Mailbox server roles require the Office 2010 Filter Pack for Exchange Server 2010 SP2.  Install and Configure the Office 2010 Filter Pack on all servers that will host either of these Exchange 2010 roles.  The Aegis Media deployment will require the Office 2010 Filter Packs on all servers.
2. Microsoft Office 2010 Filter Packs (Download FilterPack64bit.exe for Server 2008 R2 systems)
http://go.microsoft.com/fwlink/?linkid=191548 
Note:  Exchange 2010 SP2 will automatically register the IFilters during setup. 
[bookmark: _Toc327362570]Automate Installation of Prerequisites  
<path to >\FilterPack64bit.exe /quiet
Note:  Add the /norestart to prevent an automatic reboot of the server.  Server must be restarted after all prerequistes are installed.
[bookmark: _Toc327362571]Exchange Features Prerequisites
Exchange 2010 SP2 includes an option to “Automatically install Windows Server roles and features required for Exchange Server”.  These steps can safely be skipped and performed during the Exchange install step.  
5.3 [bookmark: _Toc327362572]Mailbox Servers Network Interfaces Configuration
Aegis Media has chosen to leverage a single MAPI network where two adapters will be connected and teamed in fault tolerant mode.  For the Replication network Aegis Media has decided to leverage a single network adapter.  This means there will be two logical networks for every Mailbox server.
Each network in each DAG member server must be on its own network subnet. Each server in the DAG can be on a different subnet, but the MAPI and Replication networks must be routable and provide connectivity, such that there is no direct routing that allows heartbeat traffic from the Replication network on one DAG member server to the MAPI network on another DAG member server, or vice versa, or between multiple Replication networks in the DAG.*
Knowing these design requirements careful consideration must be taken when configuring the networks.  Teaming should be enabled on the MAPI network in redundancy mode only.  Microsoft doesn’t support teaming in load balancing mode.  In addition, if problems or issues occur that are related to teaming, Microsoft Customer Support Services may require teaming be disabled in order to complete troubleshooting. If this resolves the issue, you must seek assistance from the hardware manufacturer.  Finally the routing that is configured on the replication networks must be planned so that we don’t create cross replication or MAPI network communications.
Note:  *See the TechNet article entitled Planning for High Availability and Site Resilience for further details.
5.3.1 [bookmark: _Toc327362573]MAPI NIC Networking Properties
	Networking Feature
	Setting

	Client for Microsoft Networks
	Enabled

	Microsoft Network Monitor Driver
	Enabled

	QoS Packet Scheduler
	Disabled (Optional)

	File and Printer Sharing for Microsoft Networks
	Enabled

	IP Version 6
	Disabled (Optional)

	IP Version 4
	Enabled

	Link-Layer Topology Discovery Mapper I/O Driver
	Enabled

	Link-Layer Topology Discovery Responder
	Enabled


[bookmark: _Toc327362574]MAPI NIC Configuration
1. Log on to the server with an account that has been delegated at least local administrative access.
2. Click Start > Control Panel, and then double-click Network and Sharing Center.
3. Click Manage Network Connections.
4. Locate the connection for the internal network and rename it to MAPI.
5. Right-click the connection and then select Properties.
6. For Internet Protocol Version 4 (TCP/IPv4), add the following:
1. Static IP Address, Subnet Mask, and Gateway
2. DNS Server IP Addresses
3. Click Advanced > DNS >
4. Select the check box to Append parent suffixes of the primary DNS suffix and add appropriate domains to the list.
5. Ensure that DNS suffix and search orders are configured according to the organizations standards.
6. Ensure Register this connection's addresses in DNS is checked.
7. Click the WINS tab, enter the IP Addresses (if using WINS). Under NetBIOS setting select Default. Ensure “Disable NetBIOS over TCP/IP” is not checked.
8. Uncheck "Enable LMHOSTS lookup"
7. If you are using Internet Protocol Version 6 (TCP/IPv6), configure the IPv6 settings according to your organization's network standards.
Note: It is assumed that teaming is already configured according to requirements for the MAPI network.
[image: ] 
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5.3.2 [bookmark: _Toc327362575]Replication NIC Networking Properties
Replication NIC Properties are only for servers running the mailbox role.  
	Networking Feature
	Setting

	Client for Microsoft Networks
	Disabled

	QoS Packet Scheduler
	Disabled (Optional)

	File and Printer Sharing for Microsoft Networks
	Disabled

	IP Version 6
	Disabled

	IP Version 4
	Enabled

	Link-Layer Topology Discovery Mapper I/O Driver
	Enabled

	Link-Layer Topology Discovery Responder
	Enabled



[bookmark: _Toc327362576]Replication NIC Configuration
1. Log on to the server with an account that has been delegated at least local administrative access.
2. Click Start > Control Panel, and then double-click Network and Sharing Center.
3. Click Manage Network Connections.
4. Locate the connection for the internal network and rename it to Replication.
5. Right-click the connection and then select Properties.
6. For Internet Protocol Version 4 (TCP/IPv4), add the following:
a. Static IP Address, Subnet Mask
b. For the Gateway leave it blank as it will be configured via a static routing entry.
c. DNS Server IP Addresses should also be left blank.
d. Click Advanced > DNS >
e. Ensure "Register this Connection's addresses in DNS" is not checked.
7. [image: ]Click the WINS TAB, Disable the LMHosts Lookup.  Ensure "Enable NetBIOS over TCP/IP" is unchecked for the Replication Network.
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5.3.3 [bookmark: _Toc327362577]Network Card Configuration Order
Each network adapter must be configured properly based on its intended use. A network adapter that's used for a MAPI network is configured differently from a network adapter that's used for a Replication network. In addition to configuring each network adapter correctly, you must also configure the network connection order in Windows so that the MAPI network is at the top of the connection order.
In order to place MAPI above the Replication Network perform the following to see the Advanced Menu under Network and Sharing Center.
1. Start Menu > Control Panel > Change View by: Category to Large Icons > Network and Sharing Center > Change Adapter Settings> Organize > Layout > Menu bar
2. Now Select Advanced from the Menu > Advanced Setting
3. Use the green arrow keys to the right to move the MAPI connection to the top of the list.
4. In addition ensure that IPv4 is configured with a priority than IPv6 on all adapters.
5. Go to Provider Order, Network Providers; use the green arrow to move Microsoft Windows Network to the top. Move Microsoft Remote Desktop Session Host Services to the middle.
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5.4 [bookmark: _Toc327362578]Domain Membership Configuration
Mailbox servers will be part of global.loc domain.
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start > right-click My Computer, and then select Properties.
3. View the preview. If incorrect proceed to change settings.
4. Under the Computer Name, domain, and workgroup settings, click Change Settings.
5. Click Change.
6. Choose the Domain option button, and then enter the appropriate domain name, global.loc.
7. Enter the appropriate credentials.
8. Click OK and OK.
9. Click OK to close System Properties.
10. Restart the server
5.5 [bookmark: _Toc327362579]Drive Configuration
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management.
3. Expand Storage and then click Disk Management.
4. Using the Disk Management snap-in of the Microsoft Management Console (MMC), format, rename, and assign the appropriate Drive Letters so that the volumes and DVD drive match the appropriate server configuration.

	LUN
	Drive letter
	Usage  

	1
	C
	Operating system, Exchange binaries, and tracking logs

	2
	F
	Exchange database and Log files.  Mount points for each all databases under this location.

	3
	Z
	DVD drive



	DAG Name
	Number of Users
	Storage Per Server
	Number of User Databases

	DAG01
	11500
	81 x 3 TB Drives
	240

	DAG02
	11500
	81 x 3 TB Drives
	240



	Name
	Location
	OU

	DAG01
	On-Premise DAG
	Global.loc\Computers\ 

	DAG02
	On-Premise DAG
	Global.loc\Computers\ 



LUN design approach: One LUN per database 
	DB
	Database name
	Database location
	Database file name

	Anchor LUN
	--
	F:\
	--

	DBx
	<DAGName> MBX Store X
	MP:\
\MDBx
\LOGx
	PrivX.edb

	DBy
	<DAGName> MBX Store Y
	MP:\
\MDBy
\LOGy
	PrivY.edb

	…
	…
	…
	…



Note: 
In the above table, the reference to MP stands for Mount Point. X and Y refer to unique databases.
5.6 [bookmark: _Toc327362580]Drive Permissions
1. Login to the server with an account that has been delegated local administrative access.
2. Click Start, and then select Computer.
3. Right-click D Drive and then select Properties.
4. Click the Security tab.
5. Click Edit.
6. Click Add, and then select the local server from Locations.
7. Grant the following rights as outlined in the following table.

	Account 
	Permissions 

	Administrators
	Full Control

	SYSTEM
	Full Control

	Authenticated Users
	Read and Execute, List, Read

	CREATOR OWNER
	Full Control

	Network Service	
	Full Control


8. Click the Advanced button.
9. Select the CREATOR OWNER permission entry, and then click View/Edit.
10. Select Subfolders and Files Only from the drop-down list.
11. Click OK two times.
12. Click OK to close the drive properties.
13. Repeat steps 3-12 for each additional drive (other than the C drive).
5.7 [bookmark: _Toc327362581]Windows Firewall 
Because the Windows Firewall service applies Windows service hardening rules to standard Windows Networking services, Microsoft does not support stopping the Windows Firewall service. Aegis Media do not want to use Windows Firewall, turn the firewall features off by using the Group Policy settings, without stopping the service, as described in http://technet.microsoft.com/en-us/library/cc771032(WS.10).aspx.
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management > Configuration > Services. Ensure the Windows Firewall is Automatic and Started.
[image: ]
6. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
7. Click Start > Administrative Tools, and then select Windows Firewall and Advanced Security.
8. Select Windows Firewall and Advanced Security > Ensure Windows Firewall is off for Domain, Private, and Public Profile.
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5.8 [bookmark: _Toc327362582]Local Administrators Verification
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management.
3. Select Configuration > Local Users and Groups > Groups > Administrators
4. Verify (or add if not already there) that the Domain Admins account and the user account that will perform the Exchange installation are members of the local Administrators group on this server.
5. Verify that the installation user account is a member of a group which is a member of the local Administrators group on the Windows Server 2008 server. If it is not, use an account that is a member of the local Administrators group before continuing.
5.8.1 Local Administrator Account Password Reset
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start, right-click Computer, and then select Manage.
3. Expand the nodes to find Configuration\Local Users and Groups\Users.
4. Right-click Administrator and then select Set Password. Change the password so that it meets strong complexity requirements
5.9 [bookmark: _Toc327362583]Page File Modifications
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start, right-click Computer, and then select Properties.
3. Select the Advanced System Settings.
4. Under Startup and Recovery, click Settings.
5. Under Write Debugging Information, select Kernel Memory Dump from the memory dump drop-down list.
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6. Click OK.
7. Under Performance, click Settings.
8. Click the Advanced tab.
9. Under Virtual Memory, click Change.
a) On all servers perform the following steps:
b) De-select Automatically Manage paging file size for all drives.
c) Set a Static page file on C:
d) In the Drive list, click C:, and then click Custom size.
e) Type 98314 in Initial Size (MB:) and Maximum Size (MB:)
f) The recommended size for a server with over 8 GB of memory is RAM + 10MB
1. 96 * 1024 = 98304 MB
2. 10 MB + 98304 MB = 98314 MB
3. Click Set
g) Click OK three times to close the System Properties dialog box. 
10. Clicks OK two times to close the System Properties dialog box. 
11. Click No if prompted to restart the system.

Note: 
For more information about page file recommendations, see the following Microsoft Knowledge Base articles: How to determine the appropriate page file size for 64-bit versions of Windows Server 2003 or Windows XP and Overview of memory dump file options for Windows Vista, Windows Server 2008, Windows Server 2003, Windows XP, and Windows 2000 
5.10 [bookmark: _Toc327362584]Mailbox Server Verification Steps
The following procedures are in this section:
1. Organizational Unit Verification
2. Active Directory Site Verification
3. Domain Controller Diagnostics Verification
4. Exchange Pre-Deployment Analyzer Verification
5.10.1 [bookmark: _Toc327362585]Organizational Unit Verification
Submit a change request to the appropriate operations group and have the computer object moved to the appropriate organizational unit (OU).  Organizational Unit will be global.loc\Servers.
5.10.2 [bookmark: _Toc327362586]Active Directory Site Verification
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Open a Command Prompt window.
3. Verify that the server is in the correct domain and Active Directory site. At the command line, type the following:
NLTEST /server:%COMPUTERNAME% /dsgetsite
4. The name of the Active Directory site to which the server belongs will be displayed. If the server is not in the correct Active Directory site, submit a change request to the appropriate operations group and have the server moved to the appropriate Active Directory site.

Note:  
It is required to have a Global Catalog server in every site that will host an Exchange 2010 Server.  Ensure there are GC’s for all Exchange domains in the site verified in this step.
The proper site for all servers at Aegis Media is EMEA Datacentre A and EMEA Datacentre B 
5.10.3 [bookmark: _Toc327362587]Domain Controller Diagnostics Verification
DCDIAG (Domain Controller Diagnostics) is a Windows support tool that tests network connectivity and DNS resolution for domain controllers.
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Open a Command Prompt window, and then change paths to the C drive.
3. Run the following command:
dcdiag /s:<Domain Controller> /test:connectivity /f:c:\dcdiag.log

[image: ]
Note:  
Rerun the command with each <domain Controller> within the same Domain and AD site that Exchange server is being deployed.  Ensure that root forest domain controllers for the same AD Site are also tested.
4. Review the output of C:\dcdiag.log file, and verify that there are no connectivity issues with the local domain controller.
5. Repeat steps 3 and 4 for each domain controller in the local Active Directory site.
Note: 
 If the account being used does not have administrative privileges, several tests under the Doing primary tests heading may not pass. These tests can be ignored if the connectivity tests pass. In addition, the log file may report that some service validation tests did not pass. These messages can be ignored if the services do not exist on the domain controller.
5.10.4 [bookmark: _Toc327362588]Exchange Pre-Deployment Analyzer Verification
You can use the Exchange Pre-Deployment Analyzer (ExPDA) to perform an overall topology readiness scan of your environment. When you run ExPDA, it provides a detailed report that will alert you if there are any issues within your organization, which could prevent you from deploying Exchange 2010. For example, ExPDA will notify you if you haven't deployed the minimum required Exchange service pack on all your existing Exchange servers. You can download ExPDA from the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=184599.
1. Connect via Remote Desktop to a server in the environment that has ExPDA installed, and then log on with an account that has been delegated local administrative access. Depending on the configuration, do the following:
2. Click Start > All Programs > Exchange Readiness Tools and then select Pre-Deployment Analyzer Tool.
3. Select Check for updates on startup (recommended), choose a Customer Experience Improvement Program option, select Check for updates now and apply any updates for ExPDA.
4. On the Welcome page, choose Select options for a new scan.
5. Provide the appropriate information to connect to Active Directory and click Connect to the Active Directory server.
6. On the Start a new Best Practices Scan page, click Start Scanning.
7. Review the report and take action on any errors or warnings that are reported by following the resolution articles that are provided within ExPDA.
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5.11 [bookmark: _Toc327362589]Mailbox Role Installation Steps
The following media is required for this section.
· Microsoft Exchange Server 2010 SP2 installation files
· Update Rollup 2 for Exchange Server 2010 Service Pack 2

The following procedures are in this section:
· Installation Order
· Exchange 2010 Unattended Install Steps
· Exchange 2010 Manual Installation Steps
· Product Key Configuration
· Exchange 2010 Update Rollup Installation
· System Performance Verification
This section includes both unattended and manual methods of performing Exchange role installations. Choose one and proceed to implement those steps.
5.11.1 [bookmark: _Toc327362590][bookmark: _Ref327362680]Installation Order
	Server Roles
	Datacentre

	Mailbox Server 1
	EMEA Datacentre A

	Mailbox Server 2
	EMEA Datacentre A

	Mailbox Server 3
	EMEA Datacentre A

	Mailbox Server 1
	EMEA Datacentre B

	Mailbox Server 2
	EMEA Datacentre B

	Mailbox Server 3
	EMEA Datacentre B


[bookmark: _Toc327362591]Exchange 2010 Unattended Install Steps
You can now select the /InstallWindowsComponents parameter during an unattended install of Exchange 2010 SP1. If you select the option to install Windows roles and features, progress is shown and the appropriate roles and features are installed. If a reboot is required, you will have to reboot the server and launch Setup.com again with the /InstallWindowsComponents parameter. If the Windows roles and features were correctly installed Setup.com will continue installing Exchange.
Follow the procedure detailed in the Install Exchange 2010 in Unattended Mode topic in the Exchange Server 2010 Library.  
Use the below commands to install all proper server role required
From an elevated command prompt (not PowerShell)
For Mailbox Role:

<Exchange 2010 SP2 installation media>\setup.com /m:install /role:M /InstallWindowsComponents 
[bookmark: _Toc327362592]Exchange 2010 Manual Installation Steps
If preferred you can manually install Exchange on each server by following the below steps.
On the Start page, make sure that you've completed Steps 1 through 3. If you haven't already installed the components discussed in those steps, Setup will link you to the appropriate sites where you can download the components. For more information about Windows PowerShell installation, see Install Windows Management Framework.
Important:
Installing Exchange 2010 on Windows Server 2008 R2, don't use the downloadable .NET Framework package. Instead, use Server Manager in Windows Server 2008 R2 or run ServerManagerCmd -i NET-Framework
1. On the welcome screen select “Next” to continue
2. Accept license agreement and click Next
3. Select No on the Error Reporting page
4. Select Custom Exchange Server Installation and specify the path for Exchange Server Program files.  
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5. From Server Role selection, select “Mailbox Role” and click Next. Be sure to select the “Automatically install Windows Server roles and features required for Exchange Server” 

[image: ] 
8. On the “Customer Experience Improvement Program” page choose the appropriate option for the organization.
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12. On the Readiness Checks page, view the status to determine if the organization and mailbox server role prerequisite checks completed successfully. If they haven't completed successfully, you must resolve any reported errors before you can install Exchange 2010. You don't need to exit Setup when resolving some of the prerequisite errors. After resolving a reported error, click Retry to re-run the prerequisite check. Be sure to also review any warnings that are reported. If all readiness checks have completed successfully, click Install to install Exchange 2010.
Note: 
If you select the option to install Windows roles and features, progress is shown and the appropriate roles and features are installed. If a reboot is required, you will have to reboot the server and launch Setup again. When Setup is launched again, Setup will resume where it left off. 
13. Verify that setup completes successfully without any errors before proceeding to next server
14. Repeat steps for all servers following the order outlined in Section 5.11.1.  
[bookmark: _Toc327362593]Product Key Configuration
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Follow the procedure documented in the Enter Product Key topic in the Exchange Server 2010 Library (http://go.microsoft.com/fwlink/?LinkId=187234).
Set-ExchangeServer -Identity UKLAB1MBX01 -ProductKey aaaaa-aaaaa-aaaaa-aaaaa-aaaaa
[bookmark: _Toc327362594]Exchange 2010 Update Rollup Installation
At the time of this writing Exchange 2010 Service Pack 2 is on UR2.  New Exchange 2010 rollups get released roughly every 3 to 4 months.  It is recommended that Aegis Media confirm there isn’t any new Update Rollup’s (UR) available at time of deployment into production.  Follow the below steps to apply the most current Update Rollup.
1. Connect to the server through Remote Desktop, and then log on with an account that has local administrative access.
2. Obtain the latest company approved rollup, and then copy it to the server in the software directory. 
3. Go to D:\source\<rollup directory> 
4. Double-click the MSP file, and then follow the GUI instructions. 
Note: 
The Rollup Update can take upwards of 20 minutes to complete per server. 
5. Restart the server once the Rollup has completed which is indicated by the Finish button’s appearance.
[bookmark: _Toc327362595]Check Processor Scheduling Configuration
By default, Exchange 2010 optimizes the server’s processor scheduling management for background services. 
1. Connect to the server through Remote Desktop, and then log on with an account that has local administrative access.
2. Click Start, right-click Computer, and then select Properties.
3. Select the Advanced System Settings.
4. Under Performance, click Settings.
5. Click the Advanced tab.
6. Verify that Processor Scheduling is set to Background Services.
7. Click OK.
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[bookmark: _Toc277152891][bookmark: _Toc309226464][bookmark: _Toc327362596]Exchange Mailbox Server Role Configuration
[bookmark: _Toc309226475][bookmark: _Toc327362597][bookmark: _Toc277152892][bookmark: _Toc309226465]Database Naming Convention
Aegis Media will use the DAG name and a unique databases identifier to name each database. Two DAGs with three Mailbox servers each will be created each DAG will have 240 Databases, 80 per server.
	DAG Name
	Database Numbers
	Number of Users
	Storage Per Server
	Number of User Databases

	DAG01
	80
	11500
	81 x 3 TB Drives
	144

	DAG02
	80
	11500
	81 x 3 TB Drives
	144



[bookmark: _Toc277152908][bookmark: _Toc309226485][bookmark: _Toc327362598]Database Availability Group Creation
1. Launch the Exchange Management Shell with an account that has been delegated the Organization Management role.
1. In environments where computer account creation is restricted or where computer accounts are created in a container other than the default computers container, you must pre-stage the cluster network object (CNO) and then provision the CNO by assigning permissions to it. Follow the procedures documented in the Pre-stage the Cluster Network Object for a Database Availability Group topic in the Exchange Server 2010 Library.
Note: 
Aegis Media will need to pre-stage all two DAG cluster accounts. Below is the list of the DAG computer accounts and the location of the AD objects.  
	Name
	Location
	OU

	DAG01
	EMEA Datacentre A & B
	Global.loc\Computers\ 

	DAG02
	EMEA Datacentre A & B
	Global.loc\Computers\ 



1. Create a database availability group by following the procedures documented in the Create a Database Availability Group topic in the Exchange Server 2010 Library.
New-DatabaseAvailabilityGroup -Name DAG01 -WitnessServer <Hub Servers> -WitnessDirectory 'D:\FSW\DAG01' -DatabaseAvailabilityGroupIPAddresses X.X.X.X,Y.X.X.Y


Set-DatabaseAvailabilityGroup DAG01 -AlternateWitnessServer <Hub Server Secondery Datacentre> -AlternateWitnessDirectory 'D:\FSW\DAG01

Note:  
Use the below table to determine the settings for the above dialog.  Use the FQDN for the server names.
	DAG Name
	Witness Server
	Alternate Witness Server
	Witness Directory

	DAG01
	Hub Transport Server in Primary Datacentre
	Hub Transport Server in Secondary Datacentre
	D:\FSW\DAG01

	DAG02
	Hub Transport Server in Primary Datacentre
	Hub Transport Server in Secondary Datacentre
	D:\FSW\DAG02



Note:  
Be sure to grant the DAG computer account object access rights to each of the File Share Witness (FSW) locations on the CAS servers.  
1. Configure the database availability group properties such as the witness settings, replication port, compression, and encryption by following the procedures documented in the Configure Database Availability Group Properties topic in the Exchange Server 2010 Library.

[bookmark: _Toc277152909][bookmark: _Toc309226486][bookmark: _Toc327362599]Database Availability Group Member Server Addition
1. Launch the Exchange Management Shell with an account that has been delegated the Organization Management role.
1. Add the mailbox server to the database availability group by following the procedures documented in the Manage Database Availability Group Membership topic in the Exchange Server 2010 Library 
Add-DatabaseAvailabilityGroupServer -Identity DAG01 -MailboxServer <Mailbox Servers>
Note:  
Use the table in section 2 in order to determine server membership for each DAG.
1. While adding mailbox servers to DAG you will get subnet warnings because servers are in different subnets.
[bookmark: _Toc277152910][bookmark: _Toc309226487][bookmark: _Toc327362600]Database Availability Group Network Configuration
1. Launch the Exchange Management Shell with an account that has been delegated the Organization Management role. 
1. When the Windows Failover Cluster is formed it will create a cluster-managed network for each subnet detected within the failover cluster. When the DAG is formed, the initial DAG network configuration is based on the enumeration of the cluster networks. If the DAG will span subnets, the recommendation is to collapse the DAG networks into a single MAPI network and a single replication network. You can do this by adding the additional subnets to the appropriate DAG networks and deleting unused networks. 
The below commands are for example only.  Aegis Media will need to update each of these steps as it pertains to their environment:
Sites 
· Two Active Directory sites: UKLAB1 and UKLAB2
DAG Members 
· DAG01 members UKLAB1MBX01 and UKLAB1MBX02 located in UKLAB1 and UKLAB2MBX03 located in UKLAB2
· DAG02 members UKLAB2MBX01 and UKLAB2MBX02 located in UKLAB2  and UKLAB1MBX03 located in UKLAB1
MAPI Networks 
· UKLAB1MBX01 and UKLAB1MBX02 have MAPI networks on 10.10.139.0/24 and UKLAB2MBX03 have MAPI network on 10.10.140.0/24
· UKLAB2MBX01 and UKLAB2MBX02 have MAPI networks on 10.10.141.0/24 and UKLAB1MBX03 have MAPI network on 10.10.142.0/24
Replication Networks 
· UKLAB1MBX01 and UKLAB1MBX02 have replication networks on 10.10.143.0/24 and UKLAB2MBX03 have replication network on 10.10.144.0/24
· UKLAB2MBX01 and UKLAB2MBX02 have replication networks on 10.10.145.0/24 and UKLAB1MBX03 have replication network on 10.10.146.0/24

	The database availability group networks are configured as follows:
	DAG Name
	Network 
	Subnets 

	DAG01
	DAGNetwork01
	10.10.139.0/24

	DAG01
	DAGNetwork02
	10.10.140.0/24

	DAG02
	DAGNetwork03
	10.10.141.0/24

	DAG02
	DAGNetwork04
	10.10.142.0/24

	DAG01
	DAGNetwork05
	10.10.143.0/24

	DAG01
	DAGNetwork06
	10.10.144.0/24

	DAG02
	DAGNetwork07
	10.10.145.0/24

	DAG02
	DAGNetwork08
	10.10.146.0/24



1. To collapse these networks, run the following commands:
Set-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork01 -Subnets 10.10.139.0/24, 10.10.140.0/24

Set-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork02 -Subnets 10.10.141.0/24, 10.10.142.0/24

Set-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork03 -Subnets 10.10.143.0/24, 10.10.144.0/24

Set-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork04 -Subnets 10.10.145.0/24, 10.10.146.0/24

[bookmark: OLE_LINK5]Remove-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork05

Remove-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork06

Remove-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork07

Remove-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork08

1. To rename the networks according to their behavior, run the following commands,
[bookmark: OLE_LINK6]Set-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork01 -Name MAPINetwork

Set-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork02 -Name MAPINetwork

Set-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork03 -Name ReplicationNetwork

Set-DatabaseAvailabilityGroupNetwork <DAGName>\DAGNetwork04 -Name ReplicationNetwork

1. If both MAPI and replication networks are deployed, run the following command to enable replication and seeding traffic on the replication network (unless it is unavailable).
[bookmark: OLE_LINK7]Set-DatabaseAvailabilityGroupNetwork <DAGName\MAPINetworkName> -ReplicationEnabled $false

1. Configure Replication network route. This command must be run on each server in the DAG network with the corresponding network route statements.  Open command prompt in Administrator mode.
Refer:  http://blogs.technet.com/b/timmcmic/archive/2009/04/26/windows-2008-multi-subnet-clusters-and-using-static-routes.aspx
Run following command on Mailbox servers to configure routing on the replication network:
UKLAB1:
netsh interface ipv4 add route 10.10.143.0/24 “Repl1” 10.10.143.1

netsh interface ipv4 add route 10.10.144.0/24 “Repl2” 10.10.144.1

UKLAB2:
netsh interface ipv4 add route 10.10.145.0/24 “Repl1” 10.10.145.1

netsh interface ipv4 add route 10.10.146.0/24 “Repl2” 10.10.146.1

Note: 
“Replication” is the name of the network the default gateway is on.  
[bookmark: _Toc309226488][bookmark: _Toc327362601][bookmark: _Toc277152911]Enable Datacenter Activation Coordination Mode
Split brain syndrome is a concern with having DAG copies in remote data centers.  To prevent this we leverage a strategy called Datacenter Activation Coordination (DAC) Mode.  For details about DAC see the topic Understanding Datacenter Activation Coordination Mode in the Exchange Server 2010 Library.  Follow the below procedures to enable DAC mode on all DAG’s
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
1. Run the following command:
[bookmark: OLE_LINK1]Set-DatabaseAvailabilityGroup -Identity <DAG Name> -DatacenterActivationMode DagOnly

[bookmark: _Toc309226489][bookmark: _Toc327362602]First Database Configuration
If database and logs are not created in the right location (i.e. if GUI was used for install), follow this procedure to relocate the files.
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
Note: The values in the following table are example values, not recommended values. Revise these values to reflect the actual values for your organization.
First database configuration at Aegis Media
	Database parameter 
	Old 
	New example 

	Name
	Mailbox Database <GUID>
	<ServerName> MBX DB 1

	Log Path
	%ProgramFiles%\Microsoft\Exchange Server\v14\Mailbox\Mailbox Database <GUID>
	F:\MP\LOG01

	Database Filename and Path
	%ProgramFiles%\Microsoft\Exchange Server\v14\Mailbox\Mailbox Database <GUID>\Mailbox database <GUID>.edb
	F:\MP\MBXDB1\Priv01.edb



1. To list the name and id of the default mailbox database, run the following command in the Exchange Management Shell on the Mailbox Server: 
Get-MailboxDatabase | ft Name,RunspaceId
2. To dismount the database, run the following command,
Dismount-Database "Mailbox Database <GUID>”
3. To change the mailbox  database name, run the following command,
Set-MailboxDatabase "<Old DB Name>" -Name "<New Database Name>” 
4. To change the location of the database's transaction logs and the location of the database file, run the following command,
Move-DatabasePath "<Database Name>" -LogFolderPath "<New Log Location>" -EdbFilePath "<New DB Path and FileName>”
5. To mount the database, run the following command,
Mount-Database "<New Database Name >”

[bookmark: _Toc309226490][bookmark: _Toc277152912][bookmark: _Toc327362603]Public Folder Database Configuration
Aegis Media will be required to configure Public Folders in order to support Entourage clients on Exchange 2010.  
If a public folder database was created during the installation of the Mailbox server role, the public folder database will be placed in the default location. 
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role. 
1. Public folder database configuration at Turner
	Database parameter 
	Old 
	New Location Example

	Name
	Public Folder Database <GUID>
	<DAGName> PUB Store 2

	Log Path
	%Program Files%\Microsoft\Exchange Server\Mailbox\Public Folder Database <GUID>
	E:\LOG02

	Path and Filename
	%Program Files%\Microsoft\Exchange Server\Mailbox\Public Folder Database <GUID>\ Public Folder database <GUID>.edb
	E:\MDB02\Pub02.edb


1. To dismount the database, run the following command:
Dismount-Database "Public Folder Database <GUID>"
1. To change the mailbox database name from “Mailbox Database <GUID>” to “<ServerName> MBX Store 1”, run the following command:
Set-PublicFolderDatabase "<Old DB Name>" -Name "<New DB Name>"
1. To change the location of the database's transaction logs and the location of the database file, run the following command:
Move-DatabasePath "<Database Name>" -LogFolderPath:<New Log Location> -EdbFilePath:<New DB Path and FileName>
1. To mount the database, run the following command:
Mount-Database "<New DB Name>"
[bookmark: _Toc277152913][bookmark: _Toc309226491][bookmark: _Toc327362604]Mailbox Database Copy Addition
If mailbox databases already exist within the DAG, follow these steps to add mailbox database copies to the mailbox server.
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Make sure that the directory and path structure exists on the target server for the database in question. Then, to add a database copy for a specific mailbox database, follow the Exchange Management Shell procedures outlined in the Add a Mailbox Database Copy topic in the Exchange Server 2010 Library.
[bookmark: OLE_LINK2]Add-MailboxDatabaseCopy -Identity <Database Name> -MailboxServer <Server Name> -ActivationPreference 2
Note:  
In order to setup and configure database copies correctly on all servers use the storage calculators provided.
[bookmark: _Toc309226492][bookmark: _Toc327362605][bookmark: _Toc277152914]Mailbox Database Copy Activation Preference
When configuring a mailbox copy, each copy should have an activation preference.  This preference will help determine which server a database will failover to in case of a system failure.  Follow these steps to configure the activation preference settings for each database.
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Run the Set-MailboxDatabaseCopy command as outlined in the Configure Mailbox Database Copy Preferences topic in the Exchange Server 2010 Library.

[bookmark: OLE_LINK3]Set-MailboxDatabaseCopy -Identity DAG01\<Database name> -ActivationPreference 1
Note:  
The Exchange Mailbox Storage Calculator now has a distribution tab that will help layout the database Activation Preference for all databases on all servers.
[bookmark: _Toc309226494][bookmark: _Toc327362606]Configure AutoDatabaseMountDial for BestAvailability
Aegis Media requires that all copies of each database have the AutoDatabaseMountDial set to GoodAvailability.  The AutoDatabaseMountDial property specifies the automatic database mount behavior of a Mailbox server after a failover. Each behavior is based on the copy queue length, or the number of logs that are recognized by the passive copy that need to be replicated.
	Value
	Behaviour

	BestAvailability 
	The database automatically mounts immediately after a failover if the queue length is less than or equal to 12.

	GoodAvailability
	The database automatically mounts immediately after a failover if the queue length is less than or equal to 6.

	Lossless
	The database does not automatically mount until all logs generated on the active device are copied to the passive device.



1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Run the following command:
Get-MailboxServer | Set-MailboxServer –AutoDatabaseMountDial GoodAvailability
[bookmark: _Toc277152899][bookmark: _Ref277152339][bookmark: _Toc309226476][bookmark: _Ref317868580][bookmark: _Toc327362607]Add New Mailbox Databases
To create the databases, run the following cmdlet by replacing <servername> with the name of our first Exchange 2010 Mailbox server:
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
1. Use the appropriate tables in Database / Log LUN and Database Configuration in the next section of this document for information that you need for the commands.
1. To create the database, run the following command:
New-MailboxDatabase -Name "<DB Name>" -LogFolderPath <Transaction Log Location> -EdbFilePath <Database Path and FileName> 
1. To mount the database, run the following command:
Mount-Database "<Database Name>"
1. [bookmark: _Toc277152900][bookmark: _Toc309226477]Repeat steps 3 and 4 for each database that needs to be created.
[bookmark: _Toc327362608]Database Configuration 
The following table is an example configuration that can be applied to each database that is created or customized for each database on the server, depending on requirements.
Database configuration for Aegis Media 
	Parameter
	Default value
	Aegis Media Value

	Database Name
	
	Database Name

	Offline Address Book
	[None]
	<Set to Exchange 2010 OAB>

	Warning Quota
	1991680 KB
	2.5GB

	Send Quota
	2097152 KB
	3GB

	Send Receive Quota
	2411520 KB
	3GB

	Maintenance Schedule
	Sun.1:00 AM-Sun.5:00 AM, Mon.1:00 AM-Mon.5:00 AM, Tue.1:00 AM-Tue.5:00 AM, Wed.1:00 AM-Wed.5:00 AM, Thu.1:00 AM-Thu.5:00 AM, Fri.1:00 AM-Fri.5:00 AM, Sat.1:00 AM-Sat.5:00 AM
	

	Quota Notification Schedule
	Sun.1:00 AM-Sun.1:15 AM, Mon.1:00 AM-Mon.1:15 AM, Tue.1:00 AM-Tue.1:15 AM, Wed.1:00 AM-Wed.1:15 AM, Thu.1:00 AM-Thu.1:15 AM, Fri.1:00 AM-Fri.1:15 AM, Sat.1:00 AM-Sat.1:15 AM
	

	Mailbox Retention
	30.00:00:00
	

	Deleted Item Retention
	3.00:00:00
	14.00:00:0

	Keep Deleted Items Until Backup
	False
	


[bookmark: _Toc277152902][bookmark: _Toc309226478]Set-MailboxDatabase -OfflineAddressBook "Default Offline Address Book"
-IssueWarningQuota 2.5GB -ProhibitSendQuota 3GB -ProhibitSendReceiveQuota 3GB -MailboxRetention 30.00:00:00 -DeletedItemRetention 14.00:00:00
[bookmark: _Toc327362609]One LUN per Database / LUN Layout
Single LUN per database architecture means that both the database and its corresponding log files are placed on the same LUN. To deploy this architecture, you must have two or more copies, and you must not be using a hardware-based VSS solution. 
Some of the benefits of this strategy include:
· Simplifies storage administration with fewer LUNs to manage. 
· Allows for a simple design in order to support JBOD on DAS.
· Provides flexibility to isolate the performance between databases when not sharing spindles between LUNs.
A concern with this strategy is that it limits the ability to perform hardware-based VSS backup and restore procedures (for example, clone snapshots). For VSS details, review the Understanding Backup, Restore and Disaster Recovery. 
LUN design approach: One LUN per database 
	DB
	Database name
	Database location
	Database file name

	Anchor LUN
	--
	F:\
	--

	DBx
	<DAGName> MBX Store X
	MP:\
\MDBx
\LOGx
	PrivX.edb

	DBy
	<DAGName> MBX Store Y
	MP:\
\MDBy
\LOGy
	PrivY.edb

	…
	…
	…
	…



6 [bookmark: _Toc254638953][bookmark: _Toc327362610]Edge Transport Server Configuration
The following media is required for this section.
· Windows Server 2008 R2 SP1 Standard Edition Installation Files
· Exchange 2010 SP2 Installation Files
· Microsoft Office 2010 Filter Packs
· Exchange 2010 SP2 Rollup Update 2 or latest version 
6.1 [bookmark: _Toc327362611]Additional Software Verification
All of the steps listed below leverage remote desktop for configuration.  Be sure to enable remote desktop on all servers. 
As an optional process, install Microsoft Network Monitor 3.4.  This software will help with network troubleshooting.  (http://go.microsoft.com/fwlink/?LinkId=86611).
6.2 [bookmark: _Toc327362612]Prerequisites and Hotfixes
Contained is a list of prerequisites and hotfixes that are required to be installed on all Exchange 2010 SP2 servers.  Be sure to perform all below steps on servers that will host Exchange 2010 roles.
[bookmark: _Toc327362613]Hotfix Installs
Aegis Media has decided to deploy Exchange 2010 server on Windows 2008 R2 SP1 operating system.  Service Pack 1 includes all required hotfixes for Exchange server deployment, no additional hotfixes required for this version of Windows.
[bookmark: _Toc327362614]Exchange 2010 SP2 Prerequisites
On Exchange 2010 Hub Transport and Mailbox server roles require the Office 2010 Filter Pack for Exchange Server 2010 SP2.  Install and Configure the Office 2010 Filter Pack on all servers that will host either of these Exchange 2010 roles.  The Aegis Media deployment will require the Office 2010 Filter Packs on all servers.
1. Microsoft Office 2010 Filter Packs (Download FilterPack64bit.exe for Server 2008 R2 systems)
http://go.microsoft.com/fwlink/?linkid=191548 
Note:  Exchange 2010 SP2 will automatically register the IFilters during setup. 
[bookmark: _Toc327362615]Automate Installation of Prerequisites  
<path to >\FilterPack64bit.exe /quiet
Note:  Add the /norestart to prevent an automatic reboot of the server.  Server must be restarted after all prerequistes are installed.
[bookmark: _Toc327362616]Exchange Features Prerequisites
Exchange 2010 SP2 includes an option to “Automatically install Windows Server roles and features required for Exchange Server”.  These steps can safely be skipped and performed during the Exchange install step.  
6.3 [bookmark: _Toc327362617]Network Interfaces Configuration
The below network configurations are applicable to CAS/Hub, Edge and UM servers. 
1. Log on to the server with an account that has been delegated at least local administrative access.
2. Click Start > Control Panel, and then double-click Network and Sharing Center.
3. Click Manage Network Connections.
4. Locate the connection for the internal network and rename it according to your organization's naming standards.
5. Right-click the connection and then select Properties.
6. For Internet Protocol Version 4 (TCP/IPv4), add the following:
1. Static IP Address, Subnet Mask, and Gateway
2. DNS Server IP Addresses
3. Select the check box to Append parent suffixes of the primary DNS suffix.
4. WINS IP Addresses (if using WINS)
7. If you are using Internet Protocol Version 6 (TCP/IPv6), configure the IPv6 settings according to your organization's network standards.
Note: IPv6 should not be disabled on Exchange servers.  For current guidance around network adapter configuration see the following blog article:   Time to revisit recommendations around Windows networking enhancements usually called Microsoft Scalable Networking Pack
6.4 [bookmark: _Toc327362618]Domain Membership Configuration
Edge servers will be part of DMZ.local domain.
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start > right-click My Computer, and then select Properties.
3. View the preview. If incorrect proceed to change settings.
4. Under the Computer Name, domain, and workgroup settings, click Change Settings.
5. Click Change.
6. Choose the Domain option button, and then enter the appropriate domain name, dmz.local.
7. Enter the appropriate credentials.
8. Click OK and OK.
9. Click OK to close System Properties.
10. Restart the server
6.5 [bookmark: _Toc327362619]Drive Configuration
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management.
3. Expand Storage and then click Disk Management.
4. Using the Disk Management snap-in of the Microsoft Management Console (MMC), format, rename, and assign the appropriate Drive Letters so that the volumes and DVD drive match the appropriate server configuration.
	LUN
	Drive letter
	Usage  

	1
	C
	Operating system, Exchange binaries, and tracking logs

	2
	D
	mail.que database (Transport database)

	3
	E
	Tracking logs, Transaction logs (Transport database)

	6
	Z
	DVD drive


6.6 [bookmark: _Toc327362620]Drive Permissions
1. Login to the server with an account that has been delegated local administrative access.
2. Click Start, and then select Computer.
3. Right-click D Drive and then select Properties.
4. Click the Security tab.
5. Click Edit.
6. Click Add, and then select the local server from Locations.
7. Grant the following rights as outlined in the following table.

	Account 
	Permissions 

	Administrators
	Full Control

	SYSTEM
	Full Control

	Authenticated Users
	Read and Execute, List, Read

	CREATOR OWNER
	Full Control

	Network Service
	Full Control


8. Click the Advanced button.
9. Select the CREATOR OWNER permission entry, and then click View/Edit.
10. Select Subfolders and Files Only from the drop-down list.
11. Click OK two times.
12. Click OK to close the drive properties.
13. Repeat steps 3-12 for each additional drive (other than the C drive).
6.7 [bookmark: _Toc327362621]Windows Firewall 
Because the Windows Firewall service applies Windows service hardening rules to standard Windows Networking services, Microsoft does not support stopping the Windows Firewall service. Aegis Media do not want to use Windows Firewall, turn the firewall features off by using the Group Policy settings, without stopping the service, as described in http://technet.microsoft.com/en-us/library/cc771032(WS.10).aspx.
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management > Configuration > Services. Ensure the Windows Firewall is Automatic and Started.
[image: ]
9. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
10. Click Start > Administrative Tools, and then select Windows Firewall and Advanced Security.
11. Select Windows Firewall and Advanced Security > Ensure Windows Firewall is off for Domain, Private, and Public Profile.
[image: ]
6.8 [bookmark: _Toc327362622]Local Administrators Verification
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management.
3. Select Configuration > Local Users and Groups > Groups > Administrators
4. Verify (or add if not already there) that the Domain Admins account and the user account that will perform the Exchange installation are members of the local Administrators group on this server.
5. Verify that the installation user account is a member of a group which is a member of the local Administrators group on the Windows Server 2008 server. If it is not, use an account that is a member of the local Administrators group before continuing.
6.8.1 Local Administrator Account Password Reset
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start, right-click Computer, and then select Manage.
3. Expand the nodes to find Configuration\Local Users and Groups\Users.
4. Right-click Administrator and then select Set Password. Change the password so that it meets strong complexity requirements
6.9 [bookmark: _Toc327362623]Page File Modifications
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start, right-click Computer, and then select Properties.
3. Select the Advanced System Settings.
4. Under Startup and Recovery, click Settings.
5. Under Write Debugging Information, select Kernel Memory Dump from the memory dump drop-down list.
[image: ]
6. Click OK.
7. Under Performance, click Settings.
8. Click the Advanced tab.
9. Under Virtual Memory, click Change.
a) On all servers perform the following steps:
b) De-select Automatically Manage paging file size for all drives.
c) Set a Static page file on C:
d) In the Drive list, click C:, and then click Custom size.
e) Type 16394 in Initial Size (MB:) and Maximum Size (MB:)
f) The recommended size for a server with over 8 GB of memory is RAM + 10MB
1. 16 * 1024 = 16384 MB
2. 10 MB + 16384 MB = 16394 MB
3. Click Set
g) Click OK three times to close the System Properties dialog box. 
10. Clicks OK two times to close the System Properties dialog box. 
11. Click No if prompted to restart the system.

Note: 
For more information about page file recommendations, see the following Microsoft Knowledge Base articles: How to determine the appropriate page file size for 64-bit versions of Windows Server 2003 or Windows XP and Overview of memory dump file options for Windows Vista, Windows Server 2008, Windows Server 2003, Windows XP, and Windows 2000 
[bookmark: _Toc327362624]Exchange Pre-Deployment Analyzer Verification
You can use the Exchange Pre-Deployment Analyzer (ExPDA) to perform an overall topology readiness scan of your environment. When you run ExPDA, it provides a detailed report that will alert you if there are any issues within your organization, which could prevent you from deploying Exchange 2010. For example, ExPDA will notify you if you haven't deployed the minimum required Exchange service pack on all your existing Exchange servers. You can download ExPDA from the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=184599.
9. Connect via Remote Desktop to a server in the environment that has ExPDA installed, and then log on with an account that has been delegated local administrative access. Depending on the configuration, do the following:
10. Click Start > All Programs > Exchange Readiness Tools and then select Pre-Deployment Analyzer Tool.
11. Select Check for updates on startup (recommended), choose a Customer Experience Improvement Program option, select Check for updates now and apply any updates for ExPDA.
12. On the Welcome page, choose Select options for a new scan.
13. Provide the appropriate information to connect to Active Directory and click Connect to the Active Directory server.
14. On the Start a new Best Practices Scan page, click Start Scanning.
15. Review the report and take action on any errors or warnings that are reported by following the resolution articles that are provided within ExPDA.

[image: ]
[bookmark: _Toc327362625]Edge Transport Role Installation Steps
The following media is required for this section.
· Microsoft Exchange Server 2010 SP2 installation files
· Update Rollup 2 for Exchange Server 2010 Service Pack 2

The following procedures are in this section:
· Installation Order
· Exchange 2010 Unattended Install Steps
· Exchange 2010 Manual Installation Steps
· Product Key Configuration
· Exchange 2010 Update Rollup Installation
· System Performance Verification
This section includes both unattended and manual methods of performing Exchange role installations. Choose one and proceed to implement those steps.
[bookmark: _Toc327362626][bookmark: _Ref327362681]Installation Order
	Server Roles
	Datacentre

	Edge Transport Server 1
	EMEA Datacentre A

	Edge Transport Server 2
	EMEA Datacentre A

	Edge Transport Server 1
	EMEA Datacentre B

	Edge Transport Server 2
	EMEA Datacentre B


[bookmark: _Toc327362627]Exchange 2010 Unattended Install Steps
You can now select the /InstallWindowsComponents parameter during an unattended install of Exchange 2010 SP1. If you select the option to install Windows roles and features, progress is shown and the appropriate roles and features are installed. If a reboot is required, you will have to reboot the server and launch Setup.com again with the /InstallWindowsComponents parameter. If the Windows roles and features were correctly installed Setup.com will continue installing Exchange.
Follow the procedure detailed in the Install Exchange 2010 in Unattended Mode topic in the Exchange Server 2010 Library.  
Use the below commands to install all proper server role required
From an elevated command prompt (not PowerShell)
For Edge Transport Role:

<Exchange 2010 SP2 installation media>\setup.com /m:install /role:E /InstallWindowsComponents

[bookmark: _Toc327362628]Exchange 2010 Manual Installation Steps
If preferred you can manually install Exchange on each server by following the below steps.
On the Start page, make sure that you've completed Steps 1 through 3. If you haven't already installed the components discussed in those steps, Setup will link you to the appropriate sites where you can download the components. For more information about Windows PowerShell installation, see Install Windows Management Framework.
Important:
Installing Exchange 2010 on Windows Server 2008 R2, don't use the downloadable .NET Framework package. Instead, use Server Manager in Windows Server 2008 R2 or run ServerManagerCmd -i NET-Framework
6. On the welcome screen select “Next” to continue
7. Accept license agreement and click Next
8. Select No on the Error Reporting page
9. Select Custom Exchange Server Installation and specify the path for Exchange Server Program files.  

[image: ]
10. From Server Role selection, “Edge Transport” and click Next. Be sure to select the “Automatically install Windows Server roles and features required for Exchange Server” 

Note: 
If a reboot is required reboot the computer and start the setup process again.  Select the proper role based on the server being installed.

[image: ]
16. On the “Customer Experience Improvement Program” page choose the appropriate option for the organization.
[image: ]
15. On the Readiness Checks page, view the status to determine if the organization and server role prerequisite checks completed successfully. If they haven't completed successfully, you must resolve any reported errors before you can install Exchange 2010. You don't need to exit Setup when resolving some of the prerequisite errors. After resolving a reported error, click Retry to re-run the prerequisite check. Be sure to also review any warnings that are reported. If all readiness checks have completed successfully, click Install to install Exchange 2010.
Note: 
If you select the option to install Windows roles and features, progress is shown and the appropriate roles and features are installed. If a reboot is required, you will have to reboot the server and launch Setup again. When Setup is launched again, Setup will resume where it left off. 
16. Verify that setup completes successfully without any errors before proceeding to next server
17. Repeat steps for all servers following the order outlined in Section 6.11.1.  
[bookmark: _Toc327362629]Product Key Configuration
3. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
4. Follow the procedure documented in the Enter Product Key topic in the Exchange Server 2010 Library (http://go.microsoft.com/fwlink/?LinkId=187234).
Set-ExchangeServer -Identity ExServer01 -ProductKey aaaaa-aaaaa-aaaaa-aaaaa-aaaaa
[bookmark: _Toc327362630]Exchange 2010 Update Rollup Installation
At the time of this writing Exchange 2010 Service Pack 2 is on UR2.  New Exchange 2010 rollups get released roughly every 3 to 4 months.  It is recommended that Aegis Media confirm there isn’t any new Update Rollup’s (UR) available at time of deployment into production.  Follow the below steps to apply the most current Update Rollup.
6. Connect to the server through Remote Desktop, and then log on with an account that has local administrative access.
7. Obtain the latest company approved rollup, and then copy it to the server in the software directory. 
8. Go to D:\source\<rollup directory> 
9. Double-click the MSP file, and then follow the GUI instructions. 
Note: 
The Rollup Update can take upwards of 20 minutes to complete per server. 
10. Restart the server once the Rollup has completed which is indicated by the Finish button’s appearance.
[bookmark: _Toc327362631]Check Processor Scheduling Configuration
By default, Exchange 2010 optimizes the server’s processor scheduling management for background services. 
8. Connect to the server through Remote Desktop, and then log on with an account that has local administrative access.
9. Click Start, right-click Computer, and then select Properties.
10. Select the Advanced System Settings.
11. Under Performance, click Settings.
12. Click the Advanced tab.
13. Verify that Processor Scheduling is set to Background Services.
14. Click OK.
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[bookmark: _Toc309389113][bookmark: _Ref325961038][bookmark: _Toc327362632]Exchange Edge Server Role Configuration
In order to facilitate automatic email routing and configuration from the Microsoft Exchange 2010 Edge servers to the Hub transport servers the following commands must be run.
In Aegis Media Exchange organization routes all outbound e-mail through a smart host, the default automatically created Send Connector to the Internet won't have the correct configuration.
In this scenario, Aegis Media run the following command in the Shell on the Hub Transport server to suppress automatic creation of the Send connector to the Internet.
1. Open an Exchange 2010 Management shell window on Edge Transport Server.
2. Run the following command on each Edge server to create the subscription file
New-EdgeSubscription -FileName "C:\EdgeSubEdgeserver1.xml"

Note: 
This step will require Local Administrator on the Edge Server.
3. [bookmark: _Toc277152907][bookmark: _Toc309226484]Copy the subscription file to a hub transport server from Edge Transport Server.
4. Open an Exchange 2010 management shell window on the Hub transport server
5. Run the following command to import the edge subscription on each Hub Transport server in the matching AD site (aka EMEA Datacentre A Edge Server for EMEA Datacentre A-Site & EMEA Datacentre B Edge servers for EMEA Datacentre B-Site)
New-EdgeSubscription -FileData ([byte[]]$(Get-Content -Path "C:\EdgeSubEdgeserver1.xml" -Encoding Byte -ReadCount 0)) -CreateInternetSendConnector $false -CreateInboundSendConnector $true -Site " EMEA Datacentre A-Site"
Note: 
This step will require Organization Management for the Hub Servers you’re running the command.
[bookmark: _Toc327362633]Routing Outbound E-Mail to a Smart Host
After the Edge Subscription process is complete, manually create a Send connector to the Internet. Create the Send connector inside the Exchange organization and select the Edge Subscription as the source server for the connector. Select the Custom usage and configure one or more smart hosts. The Send connector will be replicated to the AD LDS instance on the Edge Transport server the next time that EdgeSync synchronizes configuration data. You can also force EdgeSync synchronization to immediately start by running the Start-EdgeSynchronization cmdlet in the Shell on a Hub Transport server.
The following code provides an example of how to use the Shell to configure a Send connector for a subscribed Edge Transport server to route messages for all Internet address spaces through a smart host. This task is run inside the Exchange organization, not on the Edge Transport server.
New-SendConnector -Name "EdgeSync - Site-A to Internet" -Usage Custom -AddressSpaces SMTP:*;100 -DNSRoutingEnabled $false -SmartHosts 192.168.10.1 -SmartHostAuthMechanism None -SourceTransportServers EdgeSubscriptionName
Important:
This example doesn't specify any smart host authentication mechanism. Make sure that you configure the correct authentication mechanism and provide all necessary credentials when you create a smart host connector in your own Exchange organization.


7 [bookmark: _Toc327362634]Deploying Unified Messaging
These steps are required to create a scalable and highly available system to support large numbers of Unified Messaging users. These steps are as follows:
1. Deploy and configure your telephony components for Unified Messaging.
2. Install the Unified Messaging server role.
3. Create and configure the required Unified Messaging Active Directory components.
4. Perform post deployment tasks for Unified Messaging.
7.1 [bookmark: _Toc327362635]Deploy and Configure Telephony Components
To successfully deploy an Exchange 2010 Unified Messaging server in an Exchange organization, the Exchange administrator must become knowledgeable about data networking concepts and telephony terminology and concepts and be able to correctly configure the telephony components that are required by Unified Messaging. Performing a new deployment or upgrading a legacy voice mail system requires significant knowledge about PBXs and Exchange 2010 Unified Messaging. For more information, see the Microsoft Exchange Server 2007 Unified Messaging (UM) Specialists Web site.
Generally, there are three tasks that must be completed to successfully configure the telephony components that are required by Unified Messaging:
1. Provision PBX lines: The first step in deploying a scalable UM solution is to provision PBX lines.
2. Organize channels: After you provision PBX-based voice channels, you can organize the channels as hunt groups.
3. Deploy IP gateways: After you organize your voice channels as hunt groups, you must end these channels at IP gateways. IP gateways are used with a legacy PBX to convert the circuit-switched protocols found on a telephony network to IP-based packet-switched protocols.
When you integrate your organization's telephony and data networks during the deployment of Exchange 2010 Unified Messaging, you must configure the telephony and data networking components correctly. You must also configure the following components or interfaces to successfully deploy Unified Messaging:
· Configure the connection from the PBXs in your organization to communicate with your IP gateways. For details, see Configure an IP Gateway to Communicate with a PBX.
· Configure the connection from the IP gateway interface to the PBX. For more information about how to configure your PBX interface to communicate with your supported IP gateway, see the product documentation that's specific to your PBX. For details, see Configure an IP Gateway to Communicate with a PBX.
· Configure the connection from the IP gateway interface to the Exchange Server 2010 Unified Messaging server. For details, see Configure an IP Gateway or IP PBX for Use with a Unified Messaging Server.
· Configure the connection from the Unified Messaging server to the IP gateway interface. For details, see Connect a Unified Messaging Server to a Supported IP Gateway.
For more information about telephony components, see Understanding Telephony Concepts and Components.
7.2 [bookmark: _Toc327362636]Unified Messaging Server Configuration
The following media is required for this section.
· Windows Server 2008 R2 SP1 Standard Edition Installation Files
· Exchange 2010 SP2 Installation Files
· Exchange 2010 SP2 Rollup Update 2 or latest version 
7.3 [bookmark: _Toc327362637]Additional Software Verification
All of the steps listed below leverage remote desktop for configuration.  Be sure to enable remote desktop on all servers. 
As an optional process, install Microsoft Network Monitor 3.4.  This software will help with network troubleshooting.  (http://go.microsoft.com/fwlink/?LinkId=86611).
7.4 [bookmark: _Toc327362638]Prerequisites and Hotfixes
Contained is a list of prerequisites and hotfixes that are required to be installed on all Exchange 2010 SP2 servers.  Be sure to perform all below steps on servers that will host Exchange 2010 roles.
[bookmark: _Toc327362639]Hotfix Installs
Aegis Media has decided to deploy Exchange 2010 server on Windows 2008 R2 SP1 operating system.  Service Pack 1 includes all required hotfixes for Exchange server deployment, no additional hotfixes required for this version of Windows.
[bookmark: _Toc327362640]Exchange Features Prerequisites
Exchange 2010 SP2 includes an option to “Automatically install Windows Server roles and features required for Exchange Server”.  These steps can safely be skipped and performed during the Exchange install step.  
7.5 [bookmark: _Toc327362641]Network Interfaces Configuration
The below network configurations are applicable to UM servers. 
1. Log on to the server with an account that has been delegated at least local administrative access.
2. Click Start > Control Panel, and then double-click Network and Sharing Center.
3. Click Manage Network Connections.
4. Locate the connection for the internal network and rename it according to your organization's naming standards.
5. Right-click the connection and then select Properties.
6. For Internet Protocol Version 4 (TCP/IPv4), add the following:
1. Static IP Address, Subnet Mask, and Gateway
2. DNS Server IP Addresses
3. Select the check box to Append parent suffixes of the primary DNS suffix.
4. WINS IP Addresses (if using WINS)
7. If you are using Internet Protocol Version 6 (TCP/IPv6), configure the IPv6 settings according to your organization's network standards.
Note: IPv6 should not be disabled on Exchange servers.  For current guidance around network adapter configuration see the following blog article:   Time to revisit recommendations around Windows networking enhancements usually called Microsoft Scalable Networking Pack
7.6 [bookmark: _Toc327362642]Domain Membership Configuration
UM servers will be part of global.loc domain.
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start > right-click My Computer, and then select Properties.
3. View the preview. If incorrect proceed to change settings.
4. Under the Computer Name, domain, and workgroup settings, click Change Settings.
5. Click Change.
6. Choose the Domain option button, and then enter the appropriate domain name, global.loc.
7. Enter the appropriate credentials.
8. Click OK and OK.
9. Click OK to close System Properties.
10. Restart the server
7.7 [bookmark: _Toc327362643]Drive Configuration
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management.
3. Expand Storage and then click Disk Management.
4. Using the Disk Management snap-in of the Microsoft Management Console (MMC), format, rename, and assign the appropriate Drive Letters so that the volumes and DVD drive match the appropriate server configuration.
	LUN
	Drive letter
	Usage  

	1
	C
	Operating system, Exchange binaries, and tracking logs

	2
	Z
	DVD drive


7.8 [bookmark: _Toc327362644]Windows Firewall 
Because the Windows Firewall service applies Windows service hardening rules to standard Windows Networking services, Microsoft does not support stopping the Windows Firewall service. Aegis Media do not want to use Windows Firewall, turn the firewall features off by using the Group Policy settings, without stopping the service, as described in http://technet.microsoft.com/en-us/library/cc771032(WS.10).aspx.
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management > Configuration > Services. Ensure the Windows Firewall is Automatic and Started.
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1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Windows Firewall and Advanced Security.
3. Select Windows Firewall and Advanced Security > Ensure Windows Firewall is off for Domain, Private, and Public Profile.
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7.9 [bookmark: _Toc327362645]Local Administrators Verification
1. Connect to the server through Remote Desktop and then log on with an account that has been delegated local administrative access.
2. Click Start > Administrative Tools, and then select Computer Management.
3. Select Configuration > Local Users and Groups > Groups > Administrators
4. Verify (or add if not already there) that the Domain Admins account and the user account that will perform the Exchange installation are members of the local Administrators group on this server.
5. Verify that the installation user account is a member of a group which is a member of the local Administrators group on the Windows Server 2008 server. If it is not, use an account that is a member of the local Administrators group before continuing.
7.9.1 Local Administrator Account Password Reset
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start, right-click Computer, and then select Manage.
3. Expand the nodes to find Configuration\Local Users and Groups\Users.
4. Right-click Administrator and then select Set Password. Change the password so that it meets strong complexity requirements
7.10 [bookmark: _Toc327362646]Page File Modifications
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Click Start, right-click Computer, and then select Properties.
3. Select the Advanced System Settings.
4. Under Startup and Recovery, click Settings.
5. Under Write Debugging Information, select Kernel Memory Dump from the memory dump drop-down list.
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6. Click OK.
7. Under Performance, click Settings.
8. Click the Advanced tab.
9. Under Virtual Memory, click Change.
a) On all servers perform the following steps:
b) De-select Automatically Manage paging file size for all drives.
c) Set a Static page file on C:
d) In the Drive list, click C:, and then click Custom size.
e) Type 24586 in Initial Size (MB:) and Maximum Size (MB:)
f) The recommended size for a server with over 8 GB of memory is RAM + 10MB
1. 24 * 1024 = 24576 MB
2. 10 MB + 24576 MB = 24586 MB
3. Click Set
g) Click OK three times to close the System Properties dialog box. 
10. Clicks OK two times to close the System Properties dialog box. 
11. Click No if prompted to restart the system.

Note: 
For more information about page file recommendations, see the following Microsoft Knowledge Base articles: How to determine the appropriate page file size for 64-bit versions of Windows Server 2003 or Windows XP and Overview of memory dump file options for Windows Vista, Windows Server 2008, Windows Server 2003, Windows XP, and Windows 2000 
7.11 [bookmark: _Toc327362647]Unified Messaging Server Verification Steps
The following procedures are in this section:
1. Organizational Unit Verification
2. Active Directory Site Verification
3. Domain Controller Diagnostics Verification
4. Exchange Pre-Deployment Analyzer Verification
[bookmark: _Toc327362648]Organizational Unit Verification
Submit a change request to the appropriate operations group and have the computer object moved to the appropriate organizational unit (OU).  Organizational Unit will be global.loc\Servers.
[bookmark: _Toc327362649]Active Directory Site Verification
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Open a Command Prompt window.
3. Verify that the server is in the correct domain and Active Directory site. At the command line, type the following:
NLTEST /server:%COMPUTERNAME% /dsgetsite
4. The name of the Active Directory site to which the server belongs will be displayed. If the server is not in the correct Active Directory site, submit a change request to the appropriate operations group and have the server moved to the appropriate Active Directory site.

Note:  
It is required to have a Global Catalog server in every site that will host an Exchange 2010 Server.  Ensure there are GC’s for all Exchange domains in the site verified in this step.
The proper site for all servers at Aegis Media is EMEA Datacentre A and EMEA Datacentre B 
[bookmark: _Toc327362650]Domain Controller Diagnostics Verification
DCDIAG (Domain Controller Diagnostics) is a Windows support tool that tests network connectivity and DNS resolution for domain controllers.
1. Connect to the server through Remote Desktop, and then log on with an account that has been delegated local administrative access.
2. Open a Command Prompt window, and then change paths to the C drive.
3. Run the following command:
dcdiag /s:<Domain Controller> /test:connectivity /f:c:\dcdiag.log
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Note:  
Rerun the command with each <domain Controller> within the same Domain and AD site that Exchange server is being deployed.  Ensure that root forest domain controllers for the same AD Site are also tested.
4. Review the output of C:\dcdiag.log file, and verify that there are no connectivity issues with the local domain controller.
5. Repeat steps 3 and 4 for each domain controller in the local Active Directory site.
Note: 
 If the account being used does not have administrative privileges, several tests under the Doing primary tests heading may not pass. These tests can be ignored if the connectivity tests pass. In addition, the log file may report that some service validation tests did not pass. These messages can be ignored if the services do not exist on the domain controller.
[bookmark: _Toc327362651]Exchange Pre-Deployment Analyzer Verification
You can use the Exchange Pre-Deployment Analyzer (ExPDA) to perform an overall topology readiness scan of your environment. When you run ExPDA, it provides a detailed report that will alert you if there are any issues within your organization, which could prevent you from deploying Exchange 2010. For example, ExPDA will notify you if you haven't deployed the minimum required Exchange service pack on all your existing Exchange servers. You can download ExPDA from the Microsoft Download Center at http://go.microsoft.com/fwlink/?LinkId=184599.
1. Connect via Remote Desktop to a server in the environment that has ExPDA installed, and then log on with an account that has been delegated local administrative access. Depending on the configuration, do the following:
2. Click Start > All Programs > Exchange Readiness Tools and then select Pre-Deployment Analyzer Tool.
3. Select Check for updates on startup (recommended), choose a Customer Experience Improvement Program option, select Check for updates now and apply any updates for ExPDA.
4. On the Welcome page, choose Select options for a new scan.
5. Provide the appropriate information to connect to Active Directory and click Connect to the Active Directory server.
6. On the Start a new Best Practices Scan page, click Start Scanning.
7. Review the report and take action on any errors or warnings that are reported by following the resolution articles that are provided within ExPDA.
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7.12 [bookmark: _Toc327362652]Unified Messaging Role Installation Steps
The following media is required for this section.
· Microsoft Exchange Server 2010 SP2 installation files
· Update Rollup 2 for Exchange Server 2010 Service Pack 2

The following procedures are in this section:
· Installation Order
· Exchange 2010 Unattended Install Steps
· Exchange 2010 Manual Installation Steps
· Product Key Configuration
· Exchange 2010 Update Rollup Installation
· Install the Unified Messaging Language Packs
· System Performance Verification
This section includes both unattended and manual methods of performing Exchange role installations. Choose one and proceed to implement those steps.
[bookmark: _Toc327362653][bookmark: _Ref327362697]Installation Order
	Server Roles
	Datacentre

	Unified Messaging Server 1
	EMEA Datacentre A

	Unified Messaging  Server 2
	EMEA Datacentre A

	Unified Messaging  Server 1
	EMEA Datacentre B

	Unified Messaging  Server 2
	EMEA Datacentre B


[bookmark: _Toc327362654]Exchange 2010 Unattended Install Steps
You can now select the /InstallWindowsComponents parameter during an unattended install of Exchange 2010 SP1. If you select the option to install Windows roles and features, progress is shown and the appropriate roles and features are installed. If a reboot is required, you will have to reboot the server and launch Setup.com again with the /InstallWindowsComponents parameter. If the Windows roles and features were correctly installed Setup.com will continue installing Exchange.
Follow the procedure detailed in the Install Exchange 2010 in Unattended Mode topic in the Exchange Server 2010 Library.  
Use the below commands to install all proper server role required
From an elevated command prompt (not PowerShell)
For Unified Messaging Role:

<Exchange 2010 SP2 installation media>\setup.com /m:install /role:U /InstallWindowsComponents
[bookmark: _Toc327362655]Exchange 2010 Manual Installation Steps
If preferred you can manually install Exchange on each server by following the below steps.
On the Start page, make sure that you've completed Steps 1 through 3. If you haven't already installed the components discussed in those steps, Setup will link you to the appropriate sites where you can download the components. For more information about Windows PowerShell installation, see Install Windows Management Framework.
Important:
If you're installing Exchange 2010 on Windows Server 2008 R2, don't use the downloadable .NET Framework package. Instead, use Server Manager in Windows Server 2008 R2 or run ServerManagerCmd -i NET-Framework
1. On the welcome screen select “Next” to continue
2. Accept license agreement and click Next
3. Select No on the Error Reporting page
4. Select Custom Exchange Server Installation and specify the path for Exchange Server Program files.  
5. From Server Role selection, select “Unified Messaging” and click Next. Be sure to select the “Automatically install Windows Server roles and features required for Exchange Server” 
6. On the “Customer Experience Improvement Program” page choose the appropriate option for the organization.
7. On the Readiness Checks page, view the status to determine if the organization and server role prerequisite checks completed successfully. If they haven't completed successfully, you must resolve any reported errors before you can install Exchange 2010. You don't need to exit Setup when resolving some of the prerequisite errors. After resolving a reported error, click Retry to re-run the prerequisite check. Be sure to also review any warnings that are reported. If all readiness checks have completed successfully, click Install to install Exchange 2010.
Note: 
If you select the option to install Windows roles and features, progress is shown and the appropriate roles and features are installed. If a reboot is required, you will have to reboot the server and launch Setup again. When Setup is launched again, Setup will resume where it left off. 
8. Verify that setup completes successfully without any errors before proceeding to next server
9. Repeat steps for all servers following the order outlined in Section 7.12.1.  
[bookmark: _Toc327362656]Product Key Configuration
1. Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
2. Follow the procedure documented in the Enter Product Key topic in the Exchange Server 2010 Library (http://go.microsoft.com/fwlink/?LinkId=187234).
Set-ExchangeServer -Identity ExServer01 -ProductKey aaaaa-aaaaa-aaaaa-aaaaa-aaaaa
[bookmark: _Toc327362657]Exchange 2010 Update Rollup Installation
At the time of this writing Exchange 2010 Service Pack 2 is on UR2.  New Exchange 2010 rollups get released roughly every 3 to 4 months.  It is recommended that Aegis Media confirm there isn’t any new Update Rollup’s (UR) available at time of deployment into production.  Follow the below steps to apply the most current Update Rollup.
1. Connect to the server through Remote Desktop, and then log on with an account that has local administrative access.
2. Obtain the latest company approved rollup, and then copy it to the server in the software directory. 
3. Go to D:\source\<rollup directory> 
4. Double-click the MSP file, and then follow the GUI instructions. 
Note: 
The Rollup Update can take upwards of 20 minutes to complete per server. 
5. Restart the server once the Rollup has completed which is indicated by the Finish button’s appearance.
[bookmark: _Toc327362658]Install the Unified Messaging Language Packs
To make a language available in the list of available Unified Messaging languages on the Settings tab of a UM dial plan, you must first install the appropriate UM language pack. You install the language pack on a Unified Messaging server by using the language-specific self-extracting executable file or the setup.com /AddUmLanguagePack command. Before you can install a UM language pack, you must first download it to a local folder on the UM server. You can download UM language packs from Exchange Server 2010 SP2 UM Language Packs.
After you install the appropriate UM language pack, you can view the list of installed UM language packs by viewing the properties on the UM Settings tab of a Unified Messaging server. You can also configure the default language to be a language other than English (en-US) on UM dial plans and auto attendants.
Caution:
The UM language packs for Microsoft Exchange Server 2007 or Exchange 2007 Service Pack 1 (SP1), SP2, or SP3 can't be used on an Exchange 2010 Unified Messaging server. The UM language packs for Exchange Server 2010 RTM or SP1 can’t be installed on a UM server running Exchange 2010 SP2
Use the UM Language Pack Installation file to install a UM language pack
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM server" entry in the Unified Messaging Permissions topic.
1. From the Microsoft Download Center, download the language-specific UM language pack file into a local folder on the UM server.
2. Double-click the UMLanguagePack.<CultureCode>.exe file. For example, for the German UM language pack, you would download the file named UMLanguagePack.de-DE.exe.
3. In the Exchange Server 2010 Setup wizard, on the License Agreement page, read the terms of the agreement, select I accept the terms in the license agreement, and then click Next.
4. On the Unified Messaging Language Pack page, verify that the correct language is listed in the The following Unified Messaging Language Pack(s) will be installed window, and then click Install.
5. On the Completion page, confirm whether the UM language pack was successfully installed.
· A status of Completed indicates that the wizard completed the task successfully. 
· A status of Failed indicates that the task wasn't completed. If the task fails, review the summary for an explanation, and then click Back to make any configuration changes.
6. Click Finish to complete the installation of the UM language pack.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use setup.com to install a UM language pack
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM server" entry in the Unified Messaging Permissions topic.
This example installs the Japanese (ja-JP) UM language pack that's been downloaded to the D:\Exchange\UMLanguagePacks folder on a Unified Messaging server.
setup.com /AddUmLanguagePack:ja-JP /s:d:\Exchange\UMLanguagePacks
This example installs the Mexican Spanish (es-MX) and German (de-DE) UM language packs that have been downloaded to the D:\Exchange\UMLanguagePacks folder on a UM server.
setup.com /AddUmLanguagePack:es-MX,de-DE /s:d:\Exchange\UMLanguagePacks
For more information about available UM languages and the culture codes, see Understanding Unified Messaging Languages.
[bookmark: _Toc327362659]Check Processor Scheduling Configuration
By default, Exchange 2010 optimizes the server’s processor scheduling management for background services. 
1. Connect to the server through Remote Desktop, and then log on with an account that has local administrative access.
2. Click Start, right-click Computer, and then select Properties.
3. Select the Advanced System Settings.
4. Under Performance, click Settings.
5. Click the Advanced tab.
6. Verify that Processor Scheduling is set to Background Services.
7. Click OK.
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[bookmark: _Toc327362660]Create and Configure UM Components
There are several UM components in Active Directory that are required for the deployment and operation of Exchange 2010 Unified Messaging. Unified Messaging components in Active Directory connect the telephony infrastructure with the Unified Messaging Active Directory environment. After you've successfully installed the Unified Messaging server role on at least one computer, follow these steps.
[bookmark: _Toc327362661][image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Create and configure UM dial plans
UM dial plans are integral to the operation of Exchange 2010 Unified Messaging and are required to successfully deploy Unified Messaging on your network. After you've successfully installed the Unified Messaging server role, a UM dial plan will be the first Active Directory component that you'll create.
By default, UM dial plans and the Unified Messaging servers that are associated with the dial plan send and receive data without using encryption. In Unsecured mode, the VoIP and SIP traffic won't be encrypted. When you create the dial plan or after you've created the dial plan, you can configure the dial plan to encrypt the VoIP and SIP traffic by using Mutual Transport Layer Security (mutual TLS). After you configure the VoIP security setting, you'll then have to configure the startup mode for the UM server. For details, see Configure the Startup Mode on a UM Server.
Perform one of the following procedures to create a new UM dial plan.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the EMC to create a UM dial plan
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM dial plans" entry in the Unified Messaging Permissions topic.
1. In the console tree, navigate to Organization Configuration > Unified Messaging.
2. In the action pane, click New UM Dial Plan.
3. In the New UM Dial Plan wizard, complete the following fields:
· Name Type the name of the dial plan. A UM dial plan name is required and must be unique. However, the name you type is used only for display purposes in the EMC and the Shell. If you have to change the display name of the dial plan after it's been created, you must first delete the existing UM dial plan and then create another dial plan that has the appropriate name. If your organization uses multiple UM dial plans, we recommend that you use meaningful names for your UM dial plans. The maximum length of a UM dial plan name is 64 characters, and it can include spaces. However, it can't include any of the following characters: " / \ [ ] : ; | = , + * ? < >.
Important: 
Although the field for the name of the dial plan can accept 64 characters, the name of the dial plan can't be longer than 49 characters. This is because, when you create a dial plan, a default UM mailbox policy is also created that has the name <DialPlanName> Default Policy. The name parameter for both the UM dial plan and UM mailbox policy can be 64 characters long.
· Number of digits in extension numbers Enter the number of digits for extension numbers in the dial plan. The number of digits for extension numbers is based on the telephony dial plan created on a Private Branch eXchange (PBX). For example, if a user associated with a telephony dial plan dials a four-digit extension to call another user in the same telephony dial plan, you select 4 as the number of digits in the extension. 
This is a required field that has a value range from 1 through 20. The typical extension length is from 3 through 7. If your existing telephony environment includes extension numbers, you must specify a number of digits that matches the number of digits in those extensions.
When you create a Session Initiation Protocol (SIP) dial plan or an E.164 dial plan and associate a UM-enabled user with the dial plan, you must still enter an extension number to be used by the user. This number is used by Outlook Voice Access users when they access their Exchange 2010 mailbox.
· URI Type Use this drop-down list to select the URI type for the UM dial plan. A URI is a string of characters that identifies or names a resource. The main purpose of this identification is to enable VoIP devices to communicate with other devices over a network using specific protocols. URIs are defined in schemes that define a specific syntax, format, and the protocols for the call.
You can select one of the following URI types for the dial plan:
Telephone extension This is the most common URI type. The calling and called party information from the IP gateway or IP PBX will be listed in one of the following formats: Tel:512345 or 512345@<IP address>. This is the default URI type for dial plans.
SIP URI Use this URI type if you need a SIP URI dial plan when an IP PBX supports SIP routing or if you're integrating Microsoft Office Communications Server 2007 and Exchange Unified Messaging. The calling and called party information from the IP gateway or IP PBX will be listed as a SIP address in the following format: sip:<username>@<domain or IP address>:Port.
E.164 E.164 is an international numbering plan for public telephone systems in which each assigned number contains a country/region code, a national destination code, and a subscriber number. The calling and called party information sent from the IP gateway is listed in the following format: Tel:+14255550123.
Note:
After you create a dial plan, you will be unable to change the URI type without deleting the dial plan, and then re-creating the dial plan to include the correct URI type.
· VoIP Security Use this drop-down list to select the VoIP security setting for the UM dial plan. By default, when you create a UM dial plan, it communicates in unsecured mode. A Unified Messaging server can operate in any mode configured on a dial plan because the Unified Messaging server is configured to listen on TCP port 5060 for unsecured requests and on TCP port 5061 for secured requests at the same time.
You can select one of the following security settings for the dial plan:
Unsecured By default, when you create a UM dial plan, it communicates in unsecured mode, and the Unified Messaging servers associated with the UM dial plan send and receive data from IP gateways, IP PBXs, and other Exchange 2010 computers using no encryption. In unsecured mode, both the Realtime Transport Protocol (RTP) media channel and SIP signaling information aren't encrypted.
SIP secured When you select SIP secured, only the SIP signaling traffic is encrypted, and the RTP media channels still use TCP, which isn't encrypted. Mutual Transport Layer Security (TLS) is used to encrypt the SIP signaling traffic.
Secured When you select Secured, both the SIP signaling traffic and the RTP media channels are encrypted. An encrypted signaling media channel that uses Secure Realtime Transport Protocol (SRTP) also uses mutual TLS to encrypt the VoIP data.
· Country/Region code Use this field to type the country/region code number to be used for outgoing calls. This number will automatically be prepended to the telephone number that's dialed. This field accepts from 1 through 4 digits. For example, in the United States, the country/region code is 1. In the United Kingdom, it's 44.
4. On the Set UM Servers page, click Add and then on the Select UM Server page select the UM server that you want to add to the UM dial plan.
5. On the Completion page, confirm whether the dial plan was successfully created:
· A status of Completed indicates that the wizard completed the task successfully. 
· A status of Failed indicates that the task wasn't completed. If the task fails, review the summary for an explanation, and then click Back to make any configuration changes.
6. Click Finish to complete the New UM Dial Plan wizard.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the Shell to create a UM dial plan
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM dial plans" entry in the Unified Messaging Permissions topic.
This example creates a new UM dial plan named MyUMDialPlan that uses four-digit extension numbers.
New-UMDialplan -Name MyUMDialPlan -NumberofDigits 4
This example creates a new UM dial plan named MyUMDialPlan that uses five-digit extension numbers and supports SIP URIs:
New-UMDialplan -Name MyUMDialPlan -UriType SIPName -NumberofDigits 5
For more information about syntax and parameters, see Set-UMDialplan.
[bookmark: _Toc327362662]Create and configure your UM IP gateways
A UM IP gateway represents either an IP gateway hardware device or an IP PBX hardware device. The combination of the UM IP gateway object and a UM hunt group object establishes a logical link between an IP gateway or IP PBX and a UM dial plan.
If you've created or enabled VoIP security on a dial plan, the UM IP gateway that you will create by using one of the following procedures in this section will be associated with a UM dial plan that uses VoIP security. In that case, you must use a fully qualified domain name (FQDN) to create the UM IP gateway, and not an IP address. You must also configure the UM IP gateway to listen on TCP port 5061. To configure a UM IP gateway to listen on TCP port 5061, run the following command: Set-UMIPGateway -identity MyUMIPGateway -Port 5061. You must also verify that any IP gateways or IP PBXs have also been configured to listen on port 5061 for mutual TLS.
Perform one of the following procedures to create a new UM IP gateway.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the EMC to create a UM IP gateway
1. In the console tree, navigate to Organization Configuration > Unified Messaging.
2. In the result pane, click the UM IP Gateways tab.
3. In the action pane, click New UM IP Gateway.
4. In the New UM IP Gateway wizard, in the Name section, type the name of the UM IP gateway. This is the display name for the UM IP gateway.
5. In the IP Address section, type the IP address for the UM IP gateway, and then click New.
Important:
Alternatively, you can enter an FQDN for the UM IP gateway. If you choose to use an FQDN, you must add the appropriate host records with the correct IP addresses to the DNS zone. If you're configuring a UM IP gateway that will be associated with a dial plan that's operating in Secured mode, you must create the UM IP gateway with an FQDN.
6. On the New UM IP Gateway page, click New.
7. On the Completion page, click Finish.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the Shell to create a UM IP gateway
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM IP gateways" entry in the Unified Messaging Permissions topic.
This example creates a UM IP gateway named MyUMIPGateway that enables a Unified Messaging server to start accepting calls from an IP gateway that has an IP address of 10.10.10.1.
New-UMIPGateway -Name MyUMIPGateway -Address 10.10.10.1
This example creates a UM IP gateway named MyUMIPGateway that enables a Unified Messaging server to start accepting calls from an IP gateway that has an FQDN of MyUMIPGateway.contoso.com and listens on port 5061.
New-UMIPGateway -Name MyUMIPGateway -Address "MyUMIPGateway.contoso.com" -Port 5061
For more information about syntax and parameters, see New-UMIPGateway.
[bookmark: _Toc327362663][image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Create and configure your UM hunt groups (optional)
Hunt group is a term that's used to describe a group of PBX or IP PBX resources or extension numbers that are shared by users. Hunt groups are used to efficiently distribute calls into or out of a given business unit. 
If you've created a UM IP gateway and associated the UM IP gateway with a UM dial plan, a default UM hunt group is created. You can associate another UM hunt group with the same or a different UM IP gateway, depending on the number of UM IP gateways that you've created.
When you create a UM hunt group, you enable all Unified Messaging servers that are specified within the UM dial plan to communicate with an IP gateway. To learn more about UM hunt groups, see Understanding Unified Messaging Hunt Groups. To create a new UM hunt group, perform one of the following procedures.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the EMC to create a UM hunt group
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM hunt groups" entry in the Unified Messaging Permissions topic.
1. In the console tree, navigate to Organization Configuration > Unified Messaging.
2. In the work pane, click the UM IP Gateways tab.
3. In the result pane, select a UM IP gateway.
4. In the action pane, click New UM Hunt Group.
5. In the New UM Hunt Group wizard, view or complete the following fields:
· Associated UM IP gateway This display-only field shows the name of the UM IP gateway that will be associated with the UM hunt group.
· Name Use this text box to create the display name for the UM hunt group. A UM hunt group name is required and must be unique, but it's used only for display purposes in the EMC and the Shell. If you have to change the display name of the hunt group after it's been created, you must first delete the existing hunt group and then create another hunt group that has the appropriate name. 
If your organization uses multiple hunt groups, we recommend that you use meaningful names for your hunt groups. The maximum length of a UM hunt group name is 64 characters, and it can include spaces. However, it can't include any of the following characters: " / \ [ ] : ; | = , + * ? < >.
· Dial plan Click the Browse button to select the dial plan that will be associated with the UM hunt group. Associating a hunt group with a dial plan is required. A UM hunt group can be associated with only one UM IP gateway and one UM dial plan.
· Pilot identifier Use this text box to specify a string that uniquely identifies the pilot identifier or pilot ID configured on the PBX or IP PBX. 
An extension number or a SIP URI can be used in this field. Alphanumeric characters are accepted in this field. For legacy PBXs, a numeric value is used as a pilot identifier. However, some IP PBXs can use SIP URIs.
6. On the Completion page, confirm whether the UM hunt group was successfully created:
· A status of Completed indicates that the wizard completed the task successfully. 
· A status of Failed indicates that the task wasn't completed. If the task fails, review the summary for an explanation, and then click Back to make any configuration changes.
7. Click Finish to complete the New UM Hunt Group wizard.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the Shell to create a UM hunt group
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM hunt groups" entry in the Unified Messaging Permissions topic.
This example creates a UM hunt group named MyUMHuntGroup that has a pilot identifier of 12345.
New-UMHuntGroup -Name MyUMHuntGroup -PilotIdentifier 12345  -UMDialplan MyUMDialPlan -UMIPGateway MyUMIPGateway
This example creates a UM hunt group named MyUMHuntGroup that has multiple pilot identifiers.
New-UMHuntGroup -Name MyUMHuntGroup -PilotIdentifier 5551234,55555 -UMDialplan MyUMDialPlan -UMIPGateway MyUMIPGateway
For more information about syntax and parameters, see New-UMHuntGroup.
[bookmark: _Toc327362664][image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Create and configure a UM mailbox policy
UM mailbox policies are required when you enable users for Exchange 2010 Unified Messaging. The mailbox of each UM-enabled user must be linked to a single UM mailbox policy. After you create a UM mailbox policy, you link one or more UM-enabled mailboxes to the UM mailbox policy. This lets you control PIN security settings such as the minimum number of digits in a PIN or the maximum number of failed sign-in attempts for the UM-enabled users who are associated with the UM mailbox policy. 
Every time that you create a UM dial plan, a UM mailbox policy is also created. The UM mailbox policy will be named <DialPlanName> Default Policy. However, if you have to create a new UM mailbox policy, perform one of the following procedures.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the EMC to create a UM mailbox policy
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM mailbox policies" entry in the Unified Messaging Permissions topic.
1. In the console tree, navigate to Organization Configuration > Unified Messaging.
2. In the work pane, click the UM Mailbox Policies tab.
3. In the action pane, click New UM Mailbox Policy.
4. In the New UM Mailbox Policy wizard, complete the following fields:
· Name Use this text box to specify a unique name for the UM mailbox policy. If you must change the display name of the UM mailbox policy after it's been created, you must first delete the existing UM mailbox policy, and then create another UM mailbox policy that has the appropriate name. To delete the UM mailbox policy, there must not be any UM-enabled users associated with the UM mailbox policy.
The UM mailbox policy name is required, but it's used for display purposes only. Because your organization may use multiple UM mailbox policies, we recommend that you use meaningful names for your UM mailbox policies. The maximum length of a UM mailbox policy name is 64 characters, and it can include spaces. However, it cannot include any of the following characters: " / \ [ ] : ; | = , + * ? < >.
· Select associated dial plan Click Browse to select the UM dial plan that will be associated with the UM mailbox policy. You must associate a UM mailbox policy with at least one UM dial plan. However, you can also associate multiple UM mailbox policies with a single dial plan.
5. On the Completion page, confirm whether the UM mailbox policy was successfully created:
· A status of Completed indicates that the wizard completed the task successfully.
· A status of Failed indicates that the task wasn't completed. If the task fails, review the summary for an explanation, and then click Back to make any configuration changes.
6. Click Finish to complete the New UM Mailbox Policy wizard.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the Shell to create a UM mailbox policy
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM mailbox policies" entry in the Unified Messaging Permissions topic.
This example creates a UM mailbox policy named MyUMMailboxPolicy associated with a UM dial plan named MyUMDialPlan.
New-UMMailboxPolicy -Name MyUMMailboxPolicy -UMDialPlan MyUMDialPlan
For more information about syntax and parameters, see New-UMMailboxPolicy.
[bookmark: _Toc327362665]Add a Unified Messaging server to dial plans
After you install the Unified Messaging server role, the UM server can't answer incoming calls until you add it to a UM dial plan. Although the status of the Exchange 2010 Unified Messaging server is set to enabled after installation, there's a parameter that's used to enable or disable the status of the Unified Messaging server. 
A Unified Messaging server can be associated with a single or multiple UM dial plans. A single UM server can be added to a multiple dial plans that use mutual TLS (Secured), SIP secured, or TCP (Unsecured). To add a UM server to a dial plan, perform one of the following procedures.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the EMC to add a UM server to a dial plan
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM dial plans" entry in the Unified Messaging Permissions topic.
1. In the console tree, click Server Configuration.
2. In the result pane, select the Unified Messaging server you want to add to a dial plan.
3. In the action pane, click Properties.
4. On the UM Settings > Associated Dial Plans, click Add.
5. In the Select Dial Plan window, from the list of available dial plans, select the dial plan you want to add the UM server to, and then click OK.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the Shell to add a UM server to a dial plan
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM dial plans" entry in the Unified Messaging Permissions topic.
This example adds a Unified Messaging server to a dial plan named MyUMDialPlan and prevents the UM server from accepting new calls. It also sets the startup mode to dual mode, which enables the UM server to accept TCP and TLS requests.
Set-UMServer -Identity MyUMServer -DialPlans MyUMDialPlan -Status Disabled -UMStartupMode Dual
This example adds the Unified Messaging server named MyUMServer to two UM dial plans, named MyUMDialPlan and MyUMDialPlan2, and also sets the maximum number of incoming voice and fax calls.
Set-UMServer -Identity MyUMServer -DialPlans MyUMDialPlan, MyUMDialPlan2 -MaxCallsAllowed 50
For more information about syntax and parameters, see Set-UMServer.
[bookmark: _Toc327362666][image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Create and configure UM auto attendants (optional)
Exchange 2010 Unified Messaging enables you to create one or more UM auto attendants, depending on the needs of your organization. When you create a UM auto attendant, you create a voice menu system for your organization. Callers from outside or inside your organization can then move through the menu system to locate and place or transfer calls to users or departments in your organization.
Callers can move through the menu system by using dual tone multi-frequency (DTMF), also known as touchtone, or voice inputs. For automatic speech recognition (ASR) to work, so users can use voice inputs, you must speech-enable the UM auto attendant. 
Creating and using auto attendants is optional in Exchange 2010 Unified Messaging. However, if you want to create a new UM auto attendant, perform one of the following procedures.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use EMC to create a UM auto attendant
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM auto attendants" entry in the Unified Messaging Permissions topic.
1. In the console tree, navigate to Organization Configuration > Unified Messaging.
2. In the work pane, click the UM Auto Attendants tab.
3. In the action pane, click New UM Auto Attendant.
4. In the New UM Auto Attendant wizard, complete the following fields:
· Name Use this text box to create the display name for the UM auto attendant. A UM auto attendant name is required and must be unique. However, it's used only for display purposes in the EMC and the Shell. 
If you have to change the display name of the auto attendant after it's created, you must first delete the existing UM auto attendant and then create another UM auto attendant that has the appropriate name. If your organization uses multiple UM auto attendants, we recommend that you use meaningful names for your UM auto attendants. The maximum length of a UM auto attendant name is 64 characters, and it can include spaces. 
· Select associated dial plan Click Browse to select the UM dial plan to associate with this UM auto attendant. Selecting and associating a UM dial plan with the auto attendant is required. A UM auto attendant can be associated with only one UM dial plan.
· Extension numbers Use this field to enter the extension number that callers will use to reach the auto attendant. Type an extension number in the box, and then click Add to add the number to the list. The number of digits in the extension number that you provide doesn't have to match the number of digits for an extension number configured on the associated UM dial plan. This is because direct calls are allowed to UM auto attendants.
You can also create a new auto attendant without adding an extension number, because an extension number isn't required.
You can edit or remove an existing extension number. To edit an existing extension number, click Edit. To remove an existing extension number from the list, click Remove.
· Create auto attendant as enabled Select this option to enable the auto attendant to answer incoming calls when you complete the New UM Auto Attendant wizard. By default, a new auto attendant is created as disabled. 
If you decide to create the UM auto attendant as disabled, you can use the EMC or the Shell to enable the auto attendant after you finish the wizard.
· Create auto attendant as speech-enabled Select this check box to speech-enable the UM auto attendant. When you speech-enable the auto attendant, callers will be able to respond to the system or custom prompts used by the UM auto attendant using touchtone or voice inputs. By default, the auto attendant won't be speech-enabled when it's created.
For callers to use a speech-enabled auto attendant, you must install the appropriate Unified Messaging language pack that contains Automatic Speech Recognition (ASR) support and configure the properties of the auto attendant to use this language.
5. On the Completion page, confirm whether the UM auto attendant was successfully created:
· A status of Completed indicates that the wizard completed the task successfully. 
· A status of Failed indicates that the task wasn't completed. If the task fails, review the summary for an explanation, and then click Back to make any configuration changes.
6. Click Finish to complete the New UM Auto Attendant wizard.
[image: http://i.msdn.microsoft.com/Global/Images/clear.gif]Use the Shell to create a new UM auto attendant
You need to be assigned permissions before you can perform this procedure. To see what permissions you need, see the "UM auto attendants" entry in the Unified Messaging Permissions topic.
This example creates a UM auto attendant named MyUMAutoAttendant that can accept incoming calls but isn't speech-enabled.
New-UMAutoAttendant -Name MyUMAutoAttendant -UMDialPlan MyUMDialPlan -PilotIdentifierList 55000 -Enabled $true
This example creates a speech-enabled UM auto attendant named MyUMAutoAttendant.
New-UMAutoAttendant -Name MyUMAutoAttendant -UMDialPlan MyUMDialPlan -PilotIdentifierList 56000,56100 -SpeechEnabled $true
For more information about syntax and parameters, see New-UMAutoAttendant.
After you've created a non-speech-enabled or a speech-enabled auto attendant, you must create and configure key mappings so that the auto attendant can function correctly. If you don't enable key mappings for either business or non-business hours, callers will hear the voice prompts but won't be able to interact with the auto attendant. To create key mappings for an auto attendant, see the following topics:
· Enable Business Hours Key Mappings on a UM Auto Attendant
· Enable Non-Business Hours Key Mappings on a UM Auto Attendant
· Configure Key Mapping Entries on a UM Auto Attendant
[bookmark: _Toc327362667]Post Deployment Tasks for Unified Messaging
After you complete a new installation of the Unified Messaging server role and have successfully deployed Unified Messaging, you should complete the post-installation tasks. The post-deployment tasks will help you enable users for Unified Messaging, secure your UM deployment, and deploy incoming faxing for UM-enabled users.
[bookmark: _Toc327362668]Enabling Users for Unified Messaging
After you've deployed your IP gateways or IP PBXs, installed the Unified Messaging server role, and created the Active Directory components for Unified Messaging, you must enable your users for Unified Messaging. For details, Enable a User for Unified Messaging.
[bookmark: _Toc327362669]Secure Your UM Deployment
You can help increase the level of protection for your network if you correctly plan a UM security strategy and then correctly configure the security settings for UM servers and UM-enabled users.
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To use mutual TLS to encrypt SIP and Real-time Transport Protocol (RTP) traffic that's sent and received by your Unified Messaging servers, perform the following tasks:
· Run the Exchange Certificate wizard. For details, see Create a New Exchange Certificate.
· Associate the certificate with the UM server.
· Import the required certificates on the IP gateways and the IP PBX and Unified Messaging servers in your organization. To import an Exchange certificate, see Import an Exchange Certificate.
· Configure VoIP security on the UM dial plans. For details, see Configure VoIP Security on a UM Dial Plan.
· Configure the startup mode on the Unified Messaging server. For details, see Configure the Startup Mode on a UM Server.
· Configure the UM IP gateways to listen on port 5061. For details, see Configure the TCP Listening Port on a UM IP Gateway.
For more information about VoIP security with Unified Messaging, see Understanding Unified Messaging VoIP Security.
[bookmark: _Toc327362670]PIN Policies for UM-enabled Users
In Exchange 2010 Unified Messaging, PIN policies are defined and configured on a UM mailbox policy. Multiple UM mailbox policies can be created, depending on your requirements. When you enable a user for Exchange 2010 Unified Messaging, you associate the user with an existing UM mailbox policy. The UM PIN policies that are configured on the UM mailbox policy should be based on the security requirements of your organization. For more information about how to configure PIN settings for UM-enabled users, see Configuring Security for Unified Messaging Users.
[bookmark: _Toc272749075]

8 [bookmark: _Toc327362671]Handoff Tests 
Aegis Media can run below tests to validate that Exchange 2010 role installation and configuration is successful and working as expected. 
Before you can complete the diagnostic tasks in this section, you must have already created test mailboxes in your environment by using the New-TestCasConnectivityUser.ps1 script.
[bookmark: _Toc272749076][bookmark: _Ref287431458][bookmark: _Toc327362672]Create Test Mailboxes
1.	Connect to the Exchange 2010 Mailbox server through Remote Desktop and log on with an account that has local administrative access and was delegated the Server Management role.
2.	Click Start > All Programs > Microsoft Exchange Server 2010, and then select Exchange Management Shell.
3.	Change the directory path to <Exchange Server Install Path>\Scripts.
4.	Type .\new-TestCasConnectivityUser.ps1 and press Enter.
5.	Enter a temporary password and follow the prompts to create the test mailboxes.

Note: 
There must be a user created for each site that has Exchange Mailboxes to be tested.  Run the command from at least one server in each site.  Additionally there are switches to create the user account in a specific OU if required.
[bookmark: _Toc272749077][bookmark: _Toc327362673]Client Access Server Handoff Test
1.	If the server has not been restarted as a result of a previous section’s instructions, restart the server.
2.	Launch the Exchange Management Shell with an account that has been delegated the Server Management role.
3.	To test Exchange ActiveSync connectivity, run the following command where <Server> is the name of the Client Access server:
Test-ActiveSyncConnectivity –ClientAccessServer <Server>
4.	To test Autodiscover connectivity, run the following command where <EmailAddress> is the e-mail address of a mailbox:
Add-TargetAddress <EmailAddress>
5.	To test Exchange Web Services functionality, run the following command:
Test-WebServicesConnectivity –ClientAccessServer <Server> –AllowUnsecureAccess
6.	To test Outlook Web App connectivity, run the following command where <Server> is the name of the Client Access server:
Test-OwaConnectivity -ClientAccessServer:<Server> -AllowUnsecureAccess
If this server will be responding to Internet client requests, consider using the Exchange Remote Connectivity Analyzer (https://www.testexchangeconnectivity.com/) to verify your configuration, as well.
For more details on CAS handoff tests see the TechNet article entitled Installation Guide Template - Client Access Server
[bookmark: _Toc327362674]Hub Transport Handoff Test
1. If the server had not been restarted as a result of a previous section’s instructions, then restart the server.
2. Using a test mailbox, send sample messages to various mailboxes and verify that mail is successfully delivered.
3. Send sample messages from Internet mailboxes to various internal test mailboxes, and verify that the mail is successfully delivered.
4. Review the event logs and tracking logs and ensure that the Hub Transport server is operating correctly.
For more details on CAS handoff tests see the TechNet article entitled Installation Guide Template - Hub Transport Server
[bookmark: _Toc327362675]
APPENDIX A - Load Balancer Configuration
Procedures in this section only need to be performed on Client Access servers that will be used in a load-balanced array. 
Aegis Media decided to deploy Riverbed Stingray hardware load balancer and need to review vendor’s documentation and follow their guidance for configuration. Reference can be found at following location:
Stingray Traffic Manager — Deploy Microsoft Exchange 2010 
Please make sure that vendor address all the required enhancements in Exchange 2010 Service Pack 2.
For more information about load balancing in Exchange 2010, see the topics
Understanding Load Balancing in Exchange 2010 and Load Balancing Requirements of Exchange Protocols in the Exchange Server 2010 Library
For HTTPS traffic the Riverbed Stingray load balancers will be configured with SSL offloading.  This is done in order to all the load balancer to perform persistence methods associated with various load balanced traffic.   In order to ensure that all data in motion is encrypted we will need to enable Reverse SSL (aka SSL Bridging) on the Riverbed Stingray’s.
[bookmark: _Toc327362676]APPENDIX B - Verifying static ports are used between Outlook and Exchange 2010
Once you have Exchange mailboxes configured and setup it is recommended that you perform the following step to validate that Outlook is using static ports.
Now that we have rebooted all relevant servers, let us verify that Outlook actually connects to Exchange 2010 using the static RPC ports we just specified. To do so first connect to your mailbox using Outlook, then open a command prompt window and type:
Netstat –na
Verify that port 60000 and 60001 are showing as “Listening” ports.
[bookmark: _Toc327362677]APPENDIX C – Configure PowerShell Remoting for all Exchange Servers
In order to have remote administration rights using Exchange Management Shell we must enable PSRemoting.  Run the below command on all Exchange Multirole server to enable Remote PowerShell access.
Enable-PsRemoting
Page 33
	[image: Services_bLsmall]
	Build Guide, Exchange 2010 SP2, Version 0.1 Draft
Prepared by Mohit Uppal
"Aegis Media Exchange 2010 SP2 Server Build Guide v0.1.docx" last modified on 18 Jun. 12, Rev 1



image39.png
[PST C:\Windous\systen32>8et-TransportConfig —MaxReceiveSize 1BBMB —MaxSendSize 1BBMB —MaxDunpsterSizePerDatabase 150MB |
HaxDunpsterTine 9. ExtornaiPoscnaberaddress postnastorbasnedia data.con (ExternalDsnReport inghuthority sntp.aenedin da
e som ShadowRedundanc oEnabled Semie 1





image40.png
C:\Windows\system32>Set—TransportServer —ldentity uklabicas®2 —ActivelserStatisticsLogMaxDirectorySize 1GB —Messagel
rackingloghaxDirectorySize 5GB, -MossagelrackinglogSubjcctLoggingEnabled $True —axPorDomainOuthoundConnect ions 28 —Recel
o ProtacolLodMarDirertor Gise GCB —SondProtoco logNarDivoctarsl ioe L0 —ServerStaricticologMaiDirectoredive 108





image41.png
[PS1 C:\Windoushsysten32>Set—TransportServer uklablcas@l —ConnectivitylogPath
ackinglogPath “E:\Exchange\Logs\MessageTracking" —ReceiveProtocolLogPath Exchange\Logs \ProtocolLog\SntpReceive” ~Sen|
dProtocollogPath VE:\ExchangeLogs\ProtocolLog\SntpSend” -ActivelserStatisticsLogPath "Er\Exchange\Logs\ActivelserStats
—ServerStatisticsLogPath "E:\Exchange\Logs\ServerStats” —RoutingTabloLogPath "Er\Exchange\Logs\Houting" I

:\Exchange\Logs\Connectivity’

—ngssagghi

Creating a new session for inplicit remoting of "Set-TransportServer’ command.
[PS1 C:\Windowsasystem32>..





image42.png
[PST C:\Windows\systen3d2>new_EnailAddressPolicy ~Name ’aemedia—data.con’ —IncludedRecipients ’AllRecipients’ —Conditionap
1CustonAteribute1 *aemedia-data.con’ —Priority ’Lowest’ -EnabledEmailfddressTenplates ’SMIP:xg.%sBacmedia-data.con’ I

[Nane Priority RecipientFilter

((CustomAttributeid —eq ’aemedia-dat...

[PS] C:\Windous\systen32>_




image1.jpeg




image43.png
This connection uses the following items:

% Clent for Microsoft Networks
15 oo Network i 3 Diter

153005 Packet Schedtier

13 e it Shing o Microsc Retwarks
-4 Intemet Protocol Version & (TCP/IPvE]

<+ Link-Layer Topology Discovery Mapper /0 Diiver
& Link-Layer Topology Discovery Responder




image44.png
Advanced TCP/IP-

psetings [ ons s |
[ VNS e, in s o

2
3
P I

IFLMHOSTS lookup i enabled, it appies to al connections for which
TCP/IP s enabled.

[V Enable LMHOSTS lookup Import LMHOSTS....

- NetBIOS setting
& Default:
Use NetBIOS setting from the DHCP server. Ifstatic IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetSIOS over TCP/IP.

" Enable NetIOS over TCP/IP
" Disable NetBIOS over TCP/IP





image45.png
Advanced TCP/IP Settings [21x]
e sl
e

10.1.19.11 Kt}
3

e e Removs

The folowing three settings are applied to al connections with TCPJIF.
enabled. For resclution of unualfied names:

 append primery and connection specic DNS suffves
IV Append parent suffixes of the primary DNS suffix
 append these DNS suffixes (in rder):

el
=]

A £t Remove
DS suffx For ths connection:

[V Register this connection's addresses in DNS
™ Lise this connection's DS suffx n DNS registration

=





image46.png
“This connection uses the folwing fems:

7 % Client for Microsoft Networks
13 hcrosof Network Montor 3 Drver

13005 Packe Scheduer

3 23Fie and Proter Sharngfor icosch Networks

[ -4 Intemet Protocol Version 6 (TCP/IPv6)

& Link-Layer Topology Discovery Mapper /0 Diver
& Link-Layer Topology Discovery Responder

nstal Urinstal Fropetties
- Descrption
Transission Cortrol Potocol/itemet Protocol. The default

wide area network prtocol tha provides communication
across diverse inerconnected networks.

ok | cocn




image47.png
You can get I settings assigned automaticaly i your network supports
this capabiity. Otherwise, you need to ask your network adminstrator
for the appropriate IP seftngs.

" Obtain an IP address automatically

[ Use the following IP address:
P adress: [w. .57 o
S el
Defatgatenay: ——

€ Obtain D3 server address autamaticall

[~ Use the following DS server addresses:
Preferred DNS server: - .
Alternate DS server: - .

I Vet setings upon et s

[ ] e |





image48.png
|Advanced TCP/I

psetings [ ons s |
[ VNS e, in s o
]
2|
s o Ramove

IFLMHOSTS lookup i enabled, it appies to al connections for which
TCP/IP s enabled.

I Enable LVHOSTS lookup Iport LVHOST5

- NetBIOS setting
© Default:
Use NetBIOS setting from the DHCP server. Ifstatic IP address
is used or the DHCP server does not provide NetBIOS setting,
enable NetSIOS over TCP/IP.

" Enable NetIOS over TCP/IP
 Disable NetBIOS over TCP/IP





image49.png
|Advanced TCP/IP Settings [z]x]
ettogs 005 [ums |

DN server addresses, inorder of use:.

2|
2|

The folning three settings are applied to al connections with TCP/IP
enabled. For resoluton of unqualfied names:

& Append primary and connection spedfic DNS suffixes
¥ Append parent suffixes of the primary DNS suffix
 Append these DIS suffixes (norder):

Ky

3
Add 4. Remove

ONSsufficfor tiscomnecton: |

I Register this connection's addresses in DNS
I Use thfs conmection's IS Ui n D3 registration

o ] cond |





image50.png
~ Control Panel + Network and Internet. + Network Connections +

Organize v

PCE
Copy
[
Unds
Redo

Select al

n

Folder and search options.

X Dtz
Rename
Remaye praperties
Propertiss

Close

ine Bus Networ,

Cilrevien pane





image51.png
At o g | rnider 1|

Connestions ar sted in the arder n uhich they are accessed by
retuork services.

Connestions:

- Replication 1VLAN 3299
- Replication 2VLAN 3439
5 RemeteAcoess comacions

le [2]

Bindings for MAF
/=1 File and Pt Shaiing for Microsolt Networks
& Intemet Protocol Version 6 (TCP/IPYE)

i Intemet Protocol Version 4 (TCP/Pv4)
Client for Microsaft Networks

& Intemet Protocol Version & (TCP/IPYE)

& Intemet Protocol Version 4 (TCPAPv4)

EIE]

ok | Caea





image52.png
Network Connec

QU

Flo Edt View

~ Control Panel + Network and Internet. + Network Connections +

Tools | dvanced Help

Organize v

Disable this _ Operator-fssisted Diaing

Rename ths connection
Remote Access Preferences.

View stal

e Bridge Connections




image53.png
Adapters and Bindings Provider Orcer |

Yo can antange the arder in uhich this compuer accesses
informaion an the netwark. Providers and ofher connictions e
accessed in the oder ised.

Network providers
519 Network Providers EI
& Mictosol Windows Netwrk
& Microsoft Remote Desktop Session Host Serve LI
P Yhdware Shared Flders

K —

ok | Caea





image54.png
Sg Exchange Server 2010 Setup

Server Role Selection
Selectthe Exchange server oles you want t instal on this computer:

4 Inoduction

B Ueerse Agoement | 247 Maibor ke e
Tz o ot
B 1 Reparing I ClentAccess e v spam and anivius g, ond appies
e
B2 Insalton Type. B T Gansmat [ Fo Edap At
T doplyedins peineler newolk snd oo
[ ity T Urifed Messagig Role e soue Acbve Diecioy et
RestzsEizte @1 Edgs Transport Fole.
oz -
B Hacagenert Tods DBcsEa
Conplton
Dis space reuied 16042 B
Disk spsce valable: 214080
SR T S 1
[CFrogam FesWiowsaErchangs SarverViE B

¥ dutomatically install Windows Server roles and features required for Exchange.

e ok =





image55.png
Performance Options

VisualEffects Advanced | Data Execution Prevention |

Processor scheduing
Choose how to allocate processor resources,

Adiust or best performance of;

© programs & Background services





image4.gif




image56.png
Sg Exchange Server 2010 Setup

Server Role Selection
Selectthe Exchange server oles you want t instal on this computer:

B Intoduction

e (Y, e
B it T Hib Trrspot e phone. he Cl Arsis i 08 L
B e | Bt R

Customer Expeierce

Edge Transpot Ao
Improvement Progiam e Transp

Readiness Checks Mansgement Tools Disk Space
o Disk space requiec: 16755 MB
Disk space avaiable: 94159 MB

Completion

Speciy the path fo the Exchangs Server program fes:

[ExFrogrm FlesWicrosol Evchange Sever14 Browse

. Automatical insall Windows Server roles and fealures requied for Exchange Server

e <ok

e




image5.png
Microsoft Vindous [Uersion 6.1.76011 B
Copyright (c> 2069 Microsoft Corporation. ALl rights reserved.

C:\Users\Adninistrator>z:
Z:\>setup /ps
e lcone to Microsoft Exchange Server 2818 Unattended Setup

Setup will continue momentarily, unless you press any key and cancel the
installation. By continuing the installation process. you agree to the License
torns of Microsoft Exchange Server 2010.

[f you don’t accept these license terns. please cancel the installation. To
rouiew the license terms, please go to

http://go - microsof ¢ com/Fulink/?LinkId=1501278c 1cid:

x489/
Pross any key to cancel setup.. R
No Koy presses vewe detected. Setup will continue
Propaning Exchange Setup

Gopying Setup Files COMPLETED
Mo server roles will be installed
Perforning Microsoft Exchange Server Prerequisite Check

Organization Checks COMPLETED
Con iguring Microsoft Exchange Sewver

Extending fictive Directory schena COMPLETED
The Microsoft Exchange Server setup operation completed successfully.

7\





image6.png
objectVersion ot set>

oMObjectClass <ot set>
oMSyrtax 2= (INTEGER)
ctherWellnowrObie... <not set>
pattialfttibuteDeleto.. <ot set>
patialftibueSet <ot set>

prodedObjecthame <ot set>

replUpToDatelVector <ot set>

repsFrom <not set>
esTo plinig 5
| _>l_I

oK Cancel |ty | b |





image7.png
& services (Local)

Windows Frewall e - | besspin_| stous | stntp Type | tegon o]
W Doplyment gent s Romte g, darad kot Nemwork
Stop the service €. Web Management Service The Wb M. Manual Local Ser
Restart the service € Windows Audio Manages a. Manual Local Ser
€ Windows Audio Endpoint Buldsr Managss . Manual Local Sys
Desrption ©windowsCodipnc oo ol Lol
Wi el belps ot Ut i Col System The wesPl, Manusl Local ser
omputer by MEVTIEOUAE L Dvr . Manages . Vol Locae
computer through the Internet or G Windows Ertor Reporting Ser...  Allows erro. Manusl Local Sye
network. This servic. Manual Metwork.

This servic... _Started  Automatic Local ser




image8.png
Fle Action Vew Hep

B IrboundRules
B3 Outbound Rukes
B Comecton Seurty Rles
& vtorng

T e Fronatvin danced Sy prosdsrewo sty forWidowsconpis

overview

Domain Profile is Active
5 Windows el

Private Profile
5 indows el

Public Profile is Active
& Windows Firewal i of.

[ Windows Fewsll Propries





image9.png
[System Properties [x]

Conputer Nane | Harduare. Advanced | ot

Startup and Recovery [x]

[-System startup
Default operating system:

[Windowsserver 008 R2

[ Time to display st of operating systems: 10 =] seconds
I~ Time to display recovery options when needed: [ 50 = seconds

[-System failre
¥ i e eyt ta the system )
¥ Automaticaly restart

ke debugging iformation

ernel memory dump =
Dump fie:
SystemRoot|MEMORY.OMP.

¥ overwite any existing il

==




image10.png
Microsoft Yindows [Version 6.1.76011
Copyright (c> 2089 Microsoft Corporation. A1l rights reserved.

C:\Users\adninnd>dcdiag /s:nshonedcdl /tes

Directory Server Diagnosis

Performing

initial setup:

* Identified AD Forest.
Done gathering initial info.

Doing initial required tests

Testing

Starting test

Doing primary tests

Testing server: DATACENTERL\MSHOMEDCE1

Running
Running
Running
Running
Running

Running

partition tests
partition tests
partition tests
partition tests

partition tests

enterprise tests on

onnectivity

DATACENTERL\MSHOMEDCE1
Connectivity

MSHOMEDCB1 passed test Connectivity

DomaindnsZones
FovestDnsZones
Schema
Gonf iguration
nshone

mshome . local




image11.png
Microsoft Exchange Pre-Deployment Analyzer
-

[ Welcome
[ Connect o Active
Directory

[ Statt anew scan

[ Selecta scanta view
B View areport
Seealso

[ The Microsoft Exchange
FreDeployment
Anslyzer Help

[ Abaut the Mistascft
Exchange Pre
Deployment Anabzer

[ The Microsoft Exchange
FreDeployment
Anslyzer b sie

[ Sendfeedback and
suggestions about tis
toalto Mirasclt

[ Updates and Customer
Feedback

Starta New Scan

Enter an identiying label forthis scan:

‘Specty the scope forthis scan:

Selectthe type of scanto peform
@ Bxchangs 2010 Readness Check.

B
“The scope s set o 10 servrts). 1 administration
oup(s). and the orgarization.

Selectal
Urseect ol

‘Exchange 2010 Readiness Check options: ———————
%

Selctthe soed o e etuario ads e sistdine vabe: [ 5]

“This scan wil take approximately 10 minutes

St scanning

2 Windows ServerSysterm




image12.png
Microsogy.

f TaMewor

Exchange Server 2010 SP2 requires .NET
Framevork 3.5. Clckthis nkto nstal .

Microsoft’

Exchange Server 2010

Plan

Read about Microsoft Exchange Server 2010 Service Pack 2
Read about deploying languages

Use the Exchange Server 2010 Deployment Assitant

Install

Step 1: Install NET Framework3.5 SP1

Step 4: Install Micosoft Exchange:
Step 5: Get crtical updates for Microsoft Exchange

Enhance
Install icrosot Forefront Protection 2010 or Exchange Server

e





image13.png
(2

4 Inoduction
3 License Agresment
B3 Evror Repotiing

E Instalaton Tvpe:

Customer Expeierce
Improvement Progiam

Rieadiness Checks
Progress

Completion

e

Qg Exchange Server 2010 Setup

Installation Type
Selectthe Exchange Serverinstalation ype:

= Typical Exchange Server Installation
The follwing wilbe installec on tis computer:

Hub Transport
Clent Access

Maibax

Exchange Management Tools

5 Custom Exchange Server Installation
Use this option to select which of the fallawing roles you want to install on
this computer:

Hub Transport
Clent Access

Maibax

Unified Messaging

Edge Transport

Exchange Management Tools

Speciy the path o the Exchange Sevetpogia s
G Progtan Fies WirosoExchangs ServerViA Browse

¥ dutomatically install Windows Server roles and features required for Exchange.

ok =





image14.png
Sg Exchange Server 2010 Setup

Server Role Selection

4 Inoduction
Selectthe Exchange server oles you want t instal on this computer:

1 License Agreement I~ Maibox Role [~ Description
B ot Rsporing 7 it Access e B .
L S P | el
CEpEE ey |
E;;}gy;g;y;;:;; @1 Edge Transport Role
s B DikiSH]
G Disk space requied: 19472 W
ot Disk space avaiable: 225520 MB
Spesity the pah o he Exchange Server program fles:
[EProgram FlestMicraso Exchangs Servert/14 Browse.

¥ dutomatically install Windows Server roles and features required for Exchange.

e ok =





image15.png
Wi\  Exchange Server 2010 Setup

(2]

B Intoduction
B3 License Agreement
B3 Enor Reporing
B Instalaton Type:

Server ok
™ Slecton

Configure Cit

I Acoess server
extermal domain
Mail Flow Setfings

Customer Expeierce
Improvement Progiam

Readiness Checks
Progress

Completion

e

Configure Client Access server extemal domain
Enter domain name to use to configu your Client Access serversfo Intemetfacing
setvices (for example, Exchange ActiveSync, Dullook Wieb App, Dullook Anyhere]. This
il allow cents to connect to your Exchangs deployment from outside of o domain.

7. The Clent Access servet ol wil be Itemet facing.

Ente the domain name you wil use ith you exteral Client Access servers (fo
eample, mail contoso com):

[ aemedis datscord

<Back Neit> Cancel





image16.png
Sg Exchange Server 2010 Setup

9 Introduction Mail Flow Settings

To ensble mai low to Exchange 2003,  routing goup connector i requited. Select an
3 License Agreement | ,ange 2003 server i the foing roup to which Exchange 2010 wil conect

B3 Evror Repotiing [UKLABTBHMOT Browse.

3 Installaion Type.

Server ok
B SSection

Configure Cit

19 fccess server
extermal domain

1 bl Flow Settings

Customer Expeierce
Improvement Progiam

Readiness Checks
Progress

Completion

e coack | New> Caresl





image17.png
Sg Exchange Server 2010 Setup

B Intoduction
B3 License Agreement
B3 Enor Repoting
B Instalaton Type

Server Fole
B Selection

Configure Ciet
19 Access server
extermal domain

Customer Experience
B impravement Frogiam

Rieadiness Checks

Progress

Completion

Customer Experience Impravement Program
Do you want 1 jinthe Customer Expeience Impiovement Program?

The program collcts nfomation about compute hardware and how you use Exchange,
withaut nterupting you. This helos Mictosaftdertiy which Exchange features ta improve.
No information coliscted s used to dentiy or contact yau.

Riead more about the progiam online
Riead the CEIP Privacy Statement

€ Join the Customer Experience mprovement Frogram
@ | doritwant tajoin the progtam a this ine.

The industy that best represents your rgaizaton:

1fyoujin the pragram, al Exchange 2010 servers i your orgarization ill b included. You
an exciuds speciic servers at any tme by using the Customer Feedback tabin the
Exchange Management Console. If you don' jon the program, none of your serves willbe
included

<Back Cancel





image18.png
Internet Explorer =8l x

GO » & momsorr 5[][)| @ ewot e vy x [ 80 6

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your

identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of cerificate you request,
perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certficate chain, or certificate revocation list (CRL), or to
view the status of a pending request

For more information about Active Directory Certificate Services, see Active Directory Certificate Services Documentation.

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, cerfificate chain, or CRL





image19.png
Internet Explorer

BX[%][] @ motscveorerc... % [

Microsoft Active Direct es — osweg E2K10PRIPKO1-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.





image20.png
Advanced Certificate Request

The policy of the CA determines the types of cerificates you can request. Click one of the following options to:
Create and submit a request to this CA

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded
PKCS #7 file.





image21.png
ert - Notepad
Fle Edt Format Vew Hep

=lalx]|

~BEGIN NEW CERTIFICATE REQUEST-
TIFYTCCBEKCAQAWCDE MB4GAT UEAWWXbBWF pbDEUD 3N3ZW IpbC53D20x]
ZAJBGNVBASMAK 1 UMRGWF GYDVQQKDAGPC3d 122805 GITZ XMgSUMXDZANBGNVBACHI
[Bk92d2VnbzEL MAKGAT UECAWCSUWXCZAJBGNVBAYTATVIMITBT JANBgkqhkiGOwOB|
\QEF AAOCAQBAMT TBCGKCAQEAT homVZDZEPU1 TDCFWaXV058506RN/A7DC6f A+dy|
[tQ3Hix/Swx/7P/T0QVHZOYPBME ghhkG3QMOAR 3 5MXP1bgQ8xuYaDksBA4NgQozq/q)
loTWquwhi1nPWq2a2X0D3 /Wu4 dIBL8H5SXDs zenE Sqe0T 3t48AGAZ ITSENNTMNVE2X]
IHYVX63Ra0bABQNNTAID8SUCL rZ1Br6pm/ UCATC3L Be75SRbw/BSATbnano3UsVi|
neNGsTE znge iizHgetocHexn0310g nfpazwtdv T taodomNArar TANG HoSHONK]
[2rXITeGVEox231pbdsahwaf dTbTw2kzDIVAT GBUPACONTWIDAQABOTICpjAaBgor |

[BGEEAYT 30QTDMQWC ] YUMS4 3NAXL J TWCGYKKWYBBAGCNWOCA] FKMGICAQE eWgBN|
(GKAYWBY AGBACWEVAGYAGAAGAF TAUWBBACAAUWBDAGGAYQBUAGI AZQBSACAAQUEY |
HKACABOAGBAZWEYAGEACABOAGKAYWAGAF AACGBVAHYAQBKAGUACGMBADB ZBgkT
[BGEEAYT 3FRQxZ BKAGEFDBSFMKS XMFBSSUNBMDEUb3N32WdvaGITZXNpbC s 1b20M|

|GO9TVOVHTORPTUVTSUXCRTILMTEQUKT DQTAX AWi TW1j cm9zb220L kvay2hhbmd
IL TN Cnzpy2VTb3NOL mV4Z TCCAZ0GCSqGSTh3DQE IDJGCAY4WgIGKMALGAT UdDWES|
QAN TEODCCAUKGALUEQSCAUANGOEBGIE YW TS Sy C3d12200b21 Tc2 1Ly
IbYTeYXV0b2RpCaNvdmVyL mIzd2vnb2hvbwyzawwuy2tghs 1Mms xMHByaWNhMDEL|
Ib3N3ZWdvaGotzXNpbC57b22CHmUyazEWCHIpY2EwM 1 5vC3d12290b21 1c2 5Ly
IbYTeZT3rMTBwWCM 1 YTAZLMI2d2Vnb2hvbwy zaWwuY23tghs TMms xMHBYaWNhMDQu|
b3NSZUdvasoTZXNpbOS Tb22CE2ThauhyLnozd2vnb2hvb zamuY2STghpT YT s
M udC 5vC3d12290b21 121 sLNVbYTabwF pbD3pbrqub3N3ZWdvaGatzXNpbCs]
o2 2CF22hauxL no2d2vrib2vbuy Zamu2 0L ghdmvw i1 Sv 312080021 10213
LN TANBONVHRBATSEA] AAVB0GATUIDGQUES SYCAL YO JOa3TO9P AR YSF 3451
lgTANBgkghk i GIWOBAQUF AAOCAQEAF ImbiF 5aVOC6GYRUGr 98aTR 27 uT 6TSEMI|
[ECDkeBuTUbIGKANRBRY3N7Nvr 9gi 1ECai SAyZMITYFVPrGhQYGOH7 WHACGXaHOR|

FARCQr6UPDGZ1 STThT$31Q1KHIbbveu/40yaFKdYGIke]6/OmRBWEM2 TECE1 K
IvjMap/FaxmosSToskszxpSq/cGEYBUCZHASGF 1 queakky2pWHOXjdt zzM1 SNaMwa|
[UXkHnh1 Ur XDTW2ZhX4 Cr dEdr+ hzB0hbmmWOCHOVHCRVUFBQI TZDdM0]6V05Y16H1)
l06NPOBNeSST022/KgMVd/QQSCIOTPWdOE4yATHF eQuyaa/ eAZA:

—ENDNEW CERTIFICATE REQUEST-





image22.png
Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 certificate request or PKCS #7 renewal request
generated by an exteral source (such as a Web server) in the Saved Request box

Saved Request!

[RwsFAnCoreUPPGZ15srbEas1giKrobbvey/ d0yar o]
Base-64-encodeq [v3MQP/ faxmoSSEOSKSZxpSa/ cCEY6UCZHASGF1qw
certificate request [0Xfinn1 UrxDTW22hX4cTdE 4z +hzB0nbrmHOCHOVH
(CMC or 06NPosNessT022/XgHva/QesC0TPUdoE SYATHE e
PKCS #10 or ~END NEW CERTIFICATE REQUEST--

PKCS #7).





image23.png
% @ [@ retpifje2k1Opripk0tfcetsrvfcertrsh.ssp

Certificate Issued

The certificate you requested was issued to you

€ DERencoded or @ Ease 84 encoded

7] Raunioad certiicate
== Download certificate chain





image24.png
I[PS] C:\WINDOWS\system32>Set—Content —Path “d:\source\certificates\ExchangeInt.pfx" —Ualue $file.FileData -Encoding Hytel




image25.png
=
i" Import Exchange Certificate
SR

B Intoduction
Select Servers

Iport Exchange
Cetficate

Completion

e

This wizard wil help you o import  certficate with a vaid pivate ke to your Exchange
server. You must enfer the passward of the pivale key for  successful ipat

Selectth fl name to inpot a cetficate and the pivate key:

Example: C\certcatestimport i

e —

Foe

o ]

‘Actions
Server Configuration

T odiy Confiuration Damain Corr
& Exortlst

vew »
Refresh

elp

20185-XP0000G-S
s Mansge Halbos Role

BE

B Mansge Cient Access e

Manage Hub Transport Role:

73 Wanage Digrstic Logging o

[5)_New Exchenge Certficate

Import Exchange Certficate.
[ Propertis

ExchangeINT4
2 Export Exchange Certicate

) ssign Services to Ceticate.
50 Renew Exchange Certficate,
X Remove





image26.png
Introduction

B Intoduction
This wizard vilhelp yout it cetfate it  vapivatekey o you Exchange
Select Servrs Sever. ot st eder he pasenrd f the pvats ke for  Successhl oot
e Seletthe e name o impot a crica and the pivle ey
ez [D-SeoureeNcerfcates Exchangeld s Bronse,
Conpleon Exanple: Chceicatesimpart i
Password

e —

e

e




image27.png
()| Assign Services to Certificate

9 Select Severs el e

Assign the approprate services o the cerficatefor your Microsaft Exchange Server,
3 Select Services.

7. Intemet Message Acosss Protocol (MAF)
Post Dffice Prctocal (POP)

Simple Mai Transfer Protacal SMTF)
Iternet Information Services (I5)

Urified Messaging (UM)

Assign Services

7
Completion r
2
E

e <ok

e




image28.png
[PST C:\Windows\systen32>New—ClientAccessArray —Fgdn outlook-uklabi.aemedia.com —Site uklabl

Name site

Fqdn Members

out look-uklabl UKLABL outlook-uklaht .aenedia.con CUKLABLCASOL, UKLABLCAS@2>




image29.png
ry Edi
Fie Edt View Favoritss Help

‘MsExchangeRepl [ Type [ Data
5 MSExchangeRpC [ (vaue notset)
REG_DWORD 000002260 (50000)

MSExchangeSA
MSExchangesearch





image30.png
Fie Edt View Favoritss Help

B o Twee Toe
Linkage. 25) Default) REG_SZ (value not set)
B [ <o o 0001

s ]





image31.png
PS1 C:\Windous\systen32>Set—ClientAccessServer —Identity uklahl1CAS@1 -AutoDiscoverServicelnternalUri https://mail.aenedy
e date Com i o e e e todiaen ey I





image32.png
Windous\systendz >Enable—Out lookAnyyhere —Server WKlabiCASO —Externallostnane 'mail-aemedia-data.con" —ngfaultuug
[chent icationMethod "Basic” -SSLOFfloading?$False

UARNING: The following Microsoft Exchange 2883 back-end servers aren’t enabled for Outlook Anywhere. If you want to

enable ‘then, use Exchange System Manager. uklabiexndi.lah.loc, uklabibhndi.lab.loc

UARNING: Ouflook Anywhere isn’t supported on servers that are running Microgoft Hindous Server 2008 or earlier

uersions. Please verify that the following servers are not running Windows Server 2008 or earlier versions:
uklabioxngl . labh. loc, uklabibhn@l.lab.loc

UARNING: Outlook Anjuhere will be enabled on your Client Access server after a configuration period of approximately
fifteen minutes. To verify that Outlook Anyuhere has been enabled, check the application event log on server

uKLAB1 CaSE1 .

c0943ada-7102-408-922c-5473F cdal264
UKLABLCAS@L

False

mail.aemedia-data.com

Basic

(Basic>

118 ://UKLABLCAS®L . Lah. loc M3SUC/1/ROOT/Rpc

o
UKLABLCASBL

[ExchangeUersion 0.10 (14.9.100.8)
Nane Bpe, efdult Wb sice)
DistinguishedNane pc_(Default Web Sited CN=HTTP,CN=Protocols,CN=UKLABLCASEL,CN=Servers, CN=Exchange
Biningstrative Group CHIDTBONTZISPOLT >, GoRGR A LS hat 06 Groupen CNoRATL. N iavbsabs
Exchange , CN=Seruices, CN=Conf iguration, DC=1ab, D
UKLAB{CASBI \Rpc (Default Meb Site)
©2618hch-e8a9-4blc-85h4-c22057840720
1ab. loc/Conf igurat ion/Schema/ns—Exch-Rpc—Http-Uirtual-Directory
Stop. moBxchlirtualDirectory, nobxchRpcttplirtualbiroctory)
29/05,2012 13:48

29/05,2012 12:48:06

0r3ginatingServer UKLABLDCMB3 . 1ab. loc
IsUalid

:\Windous\systen3dz>_





image33.png
[PS] C:\Windows\systen32>Set-OABVirtualDirectory —iden
| aenedia-data.con/ORB ~Internalurl https://nail.aencd
[FS1 G:\Windows\systend2>Set-ORBU irtualbirectory ~iden

anedindate con ORD Intermalurl hetns oouail. aomedio data consOnB ~RoquiroGstes trug

—externalurl https://mai]

—externalurl https://mail





image34.png
[PST C:\Windowsssysten3z>SetWehServicesUirtualDirectory ~identity "uklablCASOINEWS (Default Web Site>” —externalurl httf|
s £ /mail aenedia-data.con/EVS/Exchange .asmx ~Internalurl https://ail.aenedia-data.con/EVs/Exchange .asnx -Basichuthenti
cation:5True

Cont irm

[The host specified for the “InternalUrl” parameter can’t be resolved. five you sure you want to continue?

[¥] Yes [A1 Yes to ALL [NI No [L] No to ALl [7] Help Cdefault ic "¥">: y
Cont irm

[The host specified for the VExternalUrl” parameter can’t be resolved. fire you sure you want to continue?
[¥] Yes [A] Yes to ALL [NI No [L] No to ALl [7] Help (default iz "¥™>: y
(P31 C:\Windows\systen32>Set-UebServicesUirtualirectory ~identity “uklahiCASBZ\EWS (Default Web Sited>" —externalurl htt

s £ /mail aenedia-data.con/EVS/Exchange .asmx ~Internalurl https://ail.aenedia-data.con/EVs/Exchange .asnx -BasicAuthenti
cation:5True

Cont irm

[The host specified for the “InternalUrl” parameter can’t be resolved. five you sure you want to continue?
[¥] Yes [A1 Yes to ALL [NI No [L] No to ALl [7] Help Cdefault ic "¥">: y
Cont irm

[The host specified for the VExternalUrl” parameter can’t be resolved. fire you sure you want to continue?
[¥] Yes [A] Yes to ALL [NI No [L] No to ALl [7] Help Cdefault ic "¥">: y
[PS] C:\Windous\systen32>_





image35.png
Hindous\system32>Set—ActiveSyncUirtualDirectory —Identity “uklabiCASBi\Microsoft-Server—ActiveSync (Default Web
“ExternalURL https://mail.aemedia-data.con/Microsoft-Server-ActiveSync ~Internalurl https://mail.aenedia-data.com

[PS1

Site>

Microsof t-Server—ActiveSync

[PS1 C:\Windous\systen32>Set-ActiveSyncUirtualDirectory ~Identity "uklabiCASB2\Microsof t—Server—fictiveSync (Default Web
“ExternalURL https://mail.aemedia-data.con/Microsoft-Server-ActiveSync ~Internalurl https://mail.aenedia-data.con)

erver—ActiveSync

Site>
¥





image36.png
[PS1 C:\Windows\systen32>Set-OualirtualDirectory —Identity “uklablcas@INOWA (Default Web Site>" —ExternalURL https://mail
1. acnedia-data.con/OUA ~InternalURL https://nail.acmedia-data.con/ONp ~Fornsfuthentication §True —BasicAuthentication srl
UARNING: You have changed the InternalURL/ExternalURL for the OMA virtual directory. Please make the same change for

lche ECP virtual directory in the same weh site.
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‘ExternalURL https://ma:

[PS1 G:\Windous\system32>Set—EcpUirtualDirectory ~ldentity “uklablicas@2iecp (Default Web Site)
1.acnedia.con/ecp ~Internallrl https://nail aenedia-data.con/ecp -FornsAuthentication §True —BasicAuthentication
UARNING: fou have changed the InternalURL/ExternalURL of the ECP virtual directory. Please make the same change to the
U virtual directory in the same web site.

[PS1 C:\Windows\systen32>Set-EcpUirtualDirectory —Identity “uklabicas@i\ecp (Default Weh Site)" ~ExternalURL https://mail
1.acnedia.con/ecp ~Internallrl https://nail aenedia-data.con/ecp -FornsAuthentication $True —BasicAuthentication

UARNING: fou have changed the InternalURL/ExternalURL of the ECP virtual directory. Please make the same change to the

louA virtual directory in the same web site.
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:\Windous\systen3z>Set-PopSettings —server uklahiCASBZ —UnencryptedOrTLSBindings '8.0.8.0:110" —SSLBindings "0.0.0]

urelogin ~CalendarltemRetricvalOption Custom —OuaServerUrl https://mail.aenedia—data.con/oua

\Windous\systend2>Set—PopSettings —server uklablCASE? —XS@ICertif icatoNane mail.senedia-data.con” ~LoginType ml
el

Windowsse ystem32>Set-Service MSExchangePOP3 —ComputerName uklabiCASB2 —Startunluse automatic 3
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